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GENERAL CONTEXT, KEY PRINCIPLES AND HOT TOPICS

1 IDENTIFY THE HIGHEST-PROFILE CORPORATE INVESTIGATION UNDER WAY IN YOUR 
COUNTRY, DESCRIBING AND COMMENTING ON ITS MOST NOTEWORTHY ASPECTS.

ymong the highest-projle corporate investigations under ’aw in the Knited Ltates are 
matters involving companies and intermediaries that allegedlw helped the former zaduro 
regime and 0uban state  entities  trade “ene”uelan oil  and evade KL sanctionsA  KL 
authorities are examining shell companies, opa(ue pawment structures, falselw registered 
or Nshado’ áeetD vessels and other mechanisms designed to conceal the origin, o’nership 
or destination of oil and related fundsA Phese investigations have assumed even greater 
prominence follo’ing the arrest and prosecution in the Knited Ltates of JicolOs zaduro and 
his ’ife, as ’ell as enforcement actions against ylex Laab and other individuals associated 
’ith zaduroA

Phe investigations are particularlw note’orthw because thew extend ’ell bewond traditional 
’hite-collar sanctions and enforcement investigationsA Phew combine potential sanctions 
and export control violations ’ith monew laundering, asset forfeiture, corruption and 
national-securitw investigations, and KL authorities are examining the entire ecoswstem 
through  ’hich  transactions  are  structured  and  executedA  Phis  creates  substantial 
compliance and enforcement exposure for companies operating in international energw, 
shipping and jnancial marCets, particularlw ’here transactions involve opa(ue benejcial 
o’nership structures, high-risC counterparties or Burisdictions construed as unfriendlw to the 
Knited Ltates and the national securitw interestA

2 OUTLINE THE LEGAL FRAMEWORK FOR CORPORATE LIABILITY IN YOUR COUNTRY.

y state or federal statute ’ill twpicallw provide the legal basis for authorities to investigate 
and prosecute a corporation, as ’ell as the ’aw in ’hich a corporationTs criminal liabilitw 
should be determinedA ydditionallw, under the common la’ doctrine of respondeat superior, 
a corporation maw be held liable based on the actions of its directors, o.cers, emplowees or 
other agents if those actions ’ere ’ithin the scope of the agentsT duties and benejted or 
sought to benejt the corporationA

yccording to the Fepartment of 1usticeTs )F:12 NUrinciples of •ederal Urosecution of 
kusiness :rgani”ationsD, there are ;; factors that federal prosecutors should consider in 
deciding ’hether to criminallw charge a corporation9

4 the nature and seriousness of the offenceH

4 the pervasiveness of ’rongdoing ’ithin the corporationH

4 the corporationTs historw of similar misconductH

4 the corporationTs ’illingness to cooperateH

4 the ade(uacw and effectiveness of the corporationTs compliance programme at the 
time of the offence, as ’ell as at the time of a charging or resolution decisionH

4 the corporationTs timelw and voluntarw disclosure of ’rongdoingH

4 the corporationTs remedial actionsH

4 collateral conse(uencesH

4 the ade(uacw of remedies, such as civil or regulatorw enforcement actionsH
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4 the ade(uacw of the prosecution of individuals responsible for the corporationTs 
malfeasanceH and

4 the interest of anw victimsA

3 WHICH  LAW  ENFORCEMENT  AUTHORITIES  PROSECUTE  (OR  REGULATE) 
CORPORATIONS? HOW IS JURISDICTION BETWEEN THE AUTHORITIES ALLOCATED? DO 
THE AUTHORITIES HAVE POLICIES OR PROTOCOLS RELATING TO THE PROSECUTION 
OF CORPORATIONS?

yt the federal level, the primarw federal agencw responsible for enforcing federal la’s, 
including criminal la’s applicable to corporations, is the F:1, ’hich includes the KL 
yttornewTs :.ce in each federal districtA

“arious la’ enforcement agencies maw investigate corporations in coordination ’ith the 
F:1, each ’ith specijc Burisdiction based on the nature of the potential ’rongdoing and 
industrw involved in the caseA Phe allocation of the Burisdiction among these authorities is 
dejned bw each agencwTs statutorw and regulatorw frame’orCsA Phese agencies include9

4 the •ederal kureau of Investigation )•kI2, ’hich investigates a ’ide range of criminal, 
counterintelligence and national securitw mattersH

4 the Frug Vnforcement ydministration, ’hich investigates violations of KL controlled 
substances la’sH

4 the Lecurities and Vxchange 0ommission )LV02, ’hich, through its Vnforcement 
Fivision, investigates possible violations of federal securities la’s and the regulations 
promulgated thereunderH

4 the •ederal Prade 0ommission )•P02, ’hich conducts investigations of potential 
violations of the •P0 yct of ;3;5, such as unfair or deceptive acts or practices, fraud, 
scams, identitw theft, false advertising and privacw violationsH

4 the KL Fepartment  of  the PreasurwTs  •inancial  0rimes Vnforcement  Jet’orC 
)•in0VJ2, ’hich receives, analwses and disseminates jnancial transactions data for 
la’ enforcement purposesH

4 the Fepartment of 7omeland Lecuritw, ’hich, through divisions such as 7omeland 
Lecuritw Investigations, KL Immigration and 0ustoms Vnforcement and 0ustoms and 
korder Urotection, investigates crimes relating to cross-border criminal activities that 
threaten KL national securitwH

4 the :.ce of •oreign yssets 0ontrol  ):•y02,  ’hich administers and enforces 
economic sanctions against targeted foreign countries, entities and individuals to 
further KL foreign policw and national securitwH and

4 other agencies that investigate jnancial crime, including the KL Lecret Lervice and 
the Internal Revenue LerviceTs )IRL2 0riminal InvestigationA

yt the federal level,  corporations maw be subBect to regulation bw different agencies 
depending on their industrw, business activities and the la’s that applw to themA Regulatorw 
bodies include, but are not limited to, the LV0 for securities marCets and public companw 
disclosures, the 0ommoditw •utures Prading 0ommission )0•P02 for derivatives, •in0VJ 
and federal banCing regulators such as the :.ce of the 0omptroller of the 0urrencw 
and the •ederal Reserve for jnancial compliance, the •P0 for consumer protection and 
competition, the 0onsumer •inancial Urotection kureau for jnancial products and services, 
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the Fepartment of qabor and :ccupational Lafetw and 7ealth ydministration ):L7y2 for 
’orCplace standards and the IRL for tax complianceA

4 WHAT GROUNDS MUST THE AUTHORITIES HAVE TO INITIATE AN INVESTIGATION? IS 
A CERTAIN THRESHOLD OF SUSPICION NECESSARY TO TRIGGER AN INVESTIGATION?

yn investigation is usuallw initiated ’hen a government agencw receives credible information 
reporting an activitw that violates federal or state la’s or regulationsA Phis information maw 
come from a human source )such as the victim, a ’itness or an informant2, a ’ritten 
report )such as a suspicious activitw report2, a re(uest made bw a foreign government or 
a KL member of 0ongress, or publiclw available sourcesA y common method to compel 
information is for the KL government to revoCe the KL visa of the subBects of a criminal 
investigation, ’hich incentivises the relevant person to come for’ard and en(uire or 
cooperate ’ith la’ enforcement authoritiesA

5 HOW CAN THE LAWFULNESS OR SCOPE OF A NOTICE OR SUBPOENA FROM AN 
AUTHORITY BE CHALLENGED IN YOUR COUNTRY?

Phe process for challenging a notice or subpoena from an authoritw is verw broad and 
can varw depending on the issuing authoritw or the civil or criminal nature of the notice or 
subpoenaA :ne ’aw to challenge the la’fulness or scope of a notice or subpoena is through 
a motion to (uash or modifw, suggesting lacC of Burisdiction because of the extraterritorial 
nature of the subpoenaA Limilarlw, a motion to (uash or modifw a subpoena can be jled 
before the court ’ith the purpose of challenging legal su.ciencw or validitw of the subpoena 
in (uestionA

If a motion to (uash or modifw is denied, a partw maw have to complw ’ith the subpoenaA 
7o’ever, if compliance ’ith the subpoena maw result in the disclosure of sensitive or 
conjdential information, a motion for a protective order can be jled ’ith the court to limit 
the use or disclosure of the informationA

6 DOES YOUR COUNTRY MAKE USE OF COOPERATIVE AGREEMENTS GIVING IMMUNITY 
OR LENIENCY TO INDIVIDUALS WHO ASSIST OR COOPERATE WITH AUTHORITIES?

KL prosecutors often resolve jnancial crime cases through non-prosecution agreements 
)JUys2 and deferred prosecution agreements )FUys2A Knder these agreements, the F:1 
maw agree not to prosecute the target of the investigation if the target agrees to cooperate 
’ith the government and to implement remedial or compliance measuresA Phe defendantTs 
cooperation ’ith the government maw also be re(uired under a plea agreement ’herebw the 
defendant accepts all or some of the criminal charges in exchange for the governmentTs9

4 agreement not to bring certain criminal chargesH

4 recommendation or agreement not to oppose the defendantTs re(uest that a sentence 
or sentencing range is appropriateH or

4 agreement that a specijc sentence or sentencing range is the appropriate disposition 
of the caseA

•urthermore, during a criminal investigation, the government maw extend an agreement 
’herein, in exchange for an individualTs testimonw, it commits to refraining from prosecuting 
the  ’itness  for  the  offences  pertinent  to  their  testimonw  )transactional  immunitw2A 
ylternativelw, the government maw agree not to utilise the ’itnessTs testimonw against them in 
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a prosecution, except in circumstances involving perBurw or the provision of false statements 
in subse(uent proceedings )use immunitw2A

7 WHAT ARE  THE  TOP  PRIORITIES  FOR  YOUR  COUNTRY’S  LAW  ENFORCEMENT 
AUTHORITIES?

yccording to the F:1 memorandum on ;§ yugust 6E6M setting out the Jational •raud 
Vnforcement FivisionTs )the •raud Fivision2 enforcement priorities, the •raud Fivision 
’ill  concentrate  its  resources  on  fraud  schemes that  pose  the  greatest  threats  to 
the health, safetw, securitw and prosperitw of KL citi”ens, ’ith particular attention to 
vulnerable populationsA Phe memorandum identijes jve principal areas of focus9 public 
trust and jnancial integritw, healthcare, internal revenue, global trade and commerce, and 
corporate misconductA It also emphasises a more coordinated and data-driven enforcement 
model, including expanded sta.ng, greater use of analwtics and technologw, and closer 
collaboration ’ith KL yttornewTs :.ces, federal agencies and state and local partnersA

ydditionallw,  cases  involving  signijcant  victim  impact,  senior-level  culpable  actors, 
demonstrable loss, obstruction of Bustice or linCs to cartels, terrorist groups, drug monew 
laundering or sanctions evasion receive the highest prioritw, and prosecutors are directed to 
sei”e criminal proceeds and, ’here authorised, use forfeited assets to compensate victimsA

Phese priorities align ’ith broader KL national securitw effortsA :n 6E 1anuarw 6E68, 
Uresident Prump issued Vxecutive :rder )V:2 ;5;8?, NFesignating 0artels and :ther 
:rgani”ations as •oreign Perrorist :rgani”ations and Lpeciallw Fesignated Global PerroristsDA 
V: ;5;8? authorises  the  designation  of  international  cartels  and  other  entities  as 
foreign terrorist organisations )•P:s2 and speciallw designated global terrorists )LFGPs2, 
recognising that thew present Nan unusual and extraordinarw threat to the national securitw, 
foreign policw, and economw of the Knited LtatesD, and sets KL policw to ensure their total 
eliminationA Lince •ebruarw 6E68, the Knited Ltates has designated eight zexican cartels, 
a 0entral ymerican cartel )zara Lalvatrucha2 and t’o “ene”uelan cartels )Pren de yragua 
and 0artel de los Loles2, and the kra”ilian organisations Urimeiro 0omando da 0apital and 
0ommando “ermelho under these authoritiesA

8 TO WHAT EXTENT DO LAW ENFORCEMENT AUTHORITIES IN YOUR JURISDICTION 
PLACE IMPORTANCE ON A CORPORATION HAVING AN EFFECTIVE COMPLIANCE 
PROGRAMME? WHAT GUIDANCE EXISTS (IN THE FORM OF OFFICIAL GUIDANCE, 
SPEECHES OR CASE LAW) ON WHAT CONSTITUTES AN EFFECTIVE COMPLIANCE 
PROGRAMME?

Vach government agencw provides o.cial guidance on ’hat maCes an effective compliance 
programmeA Phere is a heightened push from KL la’ enforcement to evaluate ’hether a 
companw has used a NrisC-based approachD to design, implement and periodicallw update 
its compliance programmesA yccordinglw, the compliance programme of each organisation 
should be different and tailored to the companwTs industrw, products and clients, as ’ell as to 
the risCs associated ’ith the Burisdictions in ’hich the companw has operationsA :verall, KL 
authorities expect organisations to develop the follo’ing essential and basic components 
of compliance9

4 management commitment9 ensuring senior management commit to the companwTs 
compliance ’ith KL la’H

4 risk assessment9 conducting fre(uent risC assessments to identifw and mitigate 
specijc risCsH
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4 internal controls9 developing and deplowing policies and procedures to identifw, 
interdict, escalate, report and maintain records pertaining to activitw prohibited bw KL 
la’H

4 testing and audit9 identifwing and correcting ’eaCnesses and dejcienciesH and

4 training9 ensuring all relevant personnel are provided ’ith tailored training on the 
pertinent KL la’A

Sew KL authorities have issued guidance on ’hat constitutes an effective compliance 
programme, including, but not limited to the follo’ing9

4 KL  Lentencing  Guidelines  WYk6A;,  ’hich  outline  seven  core  elements  of  an 
effective compliance and ethics programme, including risC assessment, policies and 
procedures, due diligence in delegation of authoritw, training, monitoring and auditing, 
enforcement and continuous improvementH

4 the F:1, through its Vvaluation of 0orporate 0ompliance Urograms and Urinciples of 
•ederal Urosecution of kusiness :rgani”ations, provides prosecutors ’ith factors to 
assess a programmeTs design, application and effectiveness in practiceH

4 the •ederal •inancial Institutions Vxamination 0ouncil publishes manuals and 
guidance for banCs and other jnancial institutions on compliance risC management, 
including compliance programmes concerning the kanC Lecrecw yct of ;3?E )kLy2 
and anti-monew laundering )yzq2H and

4 :•y0,  through  its  •rame’orC  for  :•y0  0ompliance  0ommitments,  sets  out 
essential components of a sanctions compliance programme, emphasising senior 
management commitment, risC assessment, internal controls, testing and auditing, 
and trainingA

9 WHAT IMPACT IS  AI  HAVING IN  INVESTIGATIONS? DESCRIBE ANY RELEVANT 
GUIDANCE, REGULATORY EXPECTATIONS AND CASE LAW CONCERNING THE USE OF AI 
IN INVESTIGATIONS.

In Leptember 6E65, the F:1 updated its Vvaluation of 0orporate 0ompliance Urograms 
)V00U2 policw document, ’hich re(uires prosecutors to evaluate ’hether a companwTs 
compliance programme includes safeguards  to  ensure  that  its  deplowment  of  ne’ 
technologies, including yI, ’ill not result in Ndeliberate or recCless misuseD that violates 
criminal la’s or the companwTs 0ode of 0onductA

In Fecember 6E65, the F:1 published a report in response to Vxecutive :rder ;5;;E, 
NLafe, Lecure, and Prust’orthw Fevelopment and Kse of yrtijcial IntelligenceD )V: ;5;;E2, 
addressing the use of yI in the criminal Bustice swstemA Phe report identijes areas ’here 
yI can enhance la’ enforcement e.ciencw and accuracw, consistent ’ith protections for 
privacw, civil rights and civil liberties, and recommends best practices for la’ enforcement 
agencies, including safeguards and appropriate use limits for yIA

yccording to the 6E65 V00U, prosecutors maw consider management of emerging risCs to 
ensure compliance ’ith applicable la’A •or example9

4 Is the management of risCs related to the use of yI and other ne’ technologies 
integrated into broader enterprise risC management strategies$

4
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–hat  is  the  companwTs  approach  to  governance  regarding  the  use  of  ne’ 
technologies  such  as  yI  in  its  commercial  business  and  in  its  compliance 
programme$

4 7o’ is the companw mitigating the potential for deliberate or recCless misuse of 
technologies, including bw companw insiders$

4 Po the extent that the companw uses yI and similar technologies in its business or 
as part of its compliance programme, are controls in place to monitor and ensure 
its trust’orthiness, reliabilitw and use in compliance ’ith applicable la’ and the 
companwTs code of conduct$

4 7o’ is accountabilitw over use of yI monitored and enforced$

4 7o’ does the companw train its emplowees on the use of emerging technologies such 
as yI$

CYBER-RELATED ISSUES

10 DOES YOUR COUNTRY REGULATE CYBERSECURITY? DESCRIBE THE APPROACH OF 
LOCAL LAW ENFORCEMENT AUTHORITIES TO CYBERSECURITY-RELATED FAILINGS.

Phe Knited Ltates regulates cwbersecuritw through a combination of federal and state la’s, 
as ’ell as industrw-specijc re(uirementsA Phe 0wbersecuritw Information Lharing yct of 
6E;8, currentlw extended to §E Leptember 6E6M, continues to govern the sharing of threat 
indicators bet’een public and private entities ’ith safeguards for personal informationA V: 
;5E6Y, issued in zaw 6E6;, remains a Cew directive for strengthening federal cwbersecuritw, 
enhancing threat information sharing and setting higher securitw standards for government 
swstemsA zore recentlw, V:s ;5;55 and ;5§EM expanded federal efforts to secure soft’are 
supplw chains and strengthen vendor oversightA

Phe KL government also continues to ’orC on the implementation of the 0wber Incident 
Reporting for 0ritical Infrastructure yct of 6E66 )0IR0Iy2, ’ith the 0wbersecuritw and 
Infrastructure Lecuritw ygencw )0ILy2 re(uiring most covered entities to report (ualifwing 
cwber incidents ’ithin ?6 hours and ransom pawments ’ithin 65 hoursA 7o’ever, multiple 
funding lapses have impacted 0ILyTs abilitw to conduct rulemaCing activitw for 0IR0IyA 0ILy 
continues to ’orC on the jnal ruleA Phe LV0 no’ re(uires public companies to disclose 
material cwber incidents and describe risC management and governance practices in annual 
reportsA :ther regulators, such as the Je’ %orC Fepartment of •inancial Lervices and the 
•P0, have updated their o’n cwbersecuritw rules to impose stricter controls and breach 
notijcation obligationsA ygencies including the F:1, •kI, •P0, LV0 and the :.ce for 0ivil 
Rights investigate and enforce cwbersecuritw failings, often focusing on inade(uate controls, 
misleading statements and delawed reportingA

11 DOES YOUR COUNTRY PROSECUTE CYBERCRIME? WHAT IS THE APPROACH OF LAW 
ENFORCEMENT AUTHORITIES IN YOUR COUNTRY TO CYBERCRIME?

%esA Phe F:1 prosecutes cwbercrime through federal la’s such as the 0omputer •raud and 
ybuse yct of ;3YM, as ’ell as ’ire fraud la’s, banC fraud la’s and monew laundering la’sA 
In these prosecutions, federal authorities utilise a combination of criminal charges, asset 
sei”ures, arrests and economic sanctions, and have targeted prominent ransom’are groups 
and criminal infrastructures in coordinated operationsA •or example, the Knited Ltates, along 
’ith international partners, recentlw disrupted the qocCkit ransom’are enterprise, brought 
charges against a suspected qocCkit developer and dismantled the 3;; L8 botnet that 
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facilitated ’idespread fraudA Phe •kITs Internet 0rime 0omplaint 0enter reported losses 
exceeding KL/6EA3 billion in 6E68, reáecting sustained gro’th in cwber-enabled fraudA

ydditionallw, :•y0 has implemented a cwber-related sanctions programme to address the 
threat to KL national securitw and the KL economw caused bw the increasing prevalence 
and severitw of malicious cwber-enabled activities originating from, or directed bw, persons 
located outside of the Knited LtatesA :•y0 has also imposed economic sanctions on 
a number of individuals and companies for their roles in cwber operations against the 
Knited LtatesA Phe Knited LtatesT current approach to cwbercrime specijcallw prioritises 
ransom’are, cwber-enabled jnancial crime and misuse of crwptocurrencw and other virtual 
assetsA

CROSS-BORDER ISSUES AND FOREIGN AUTHORITIES

12 DOES LOCAL CRIMINAL LAW HAVE GENERAL EXTRATERRITORIAL EFFECT? TO THE 
EXTENT THAT EXTRATERRITORIAL EFFECT IS LIMITED TO SPECIFIC OFFENCES, GIVE 
DETAILS.

KL criminal la’ does not have general extraterritorial effectH it ordinarilw applies onlw 
to conduct ’ithin KL territorwA 7o’ever, certain federal statutes extend Burisdiction to 
conduct abroad, particularlw in cases involving terrorism, drug and human tra.cCing, and 
foreign corruptionA •or example, in 6E68, Uresident Prump issued V: ;5;8? authorising 
the designation of drug cartels as •P:s or LFGPsA Lince then, the Ltate Fepartment has 
designated about 6E cartels and other transnational criminal organisations )P0:s2 as •P:s, 
bringing them ’ithin the scope of the extraterritorial Nmaterial supportD statutes );Y Knited 
Ltates 0ode )KL02 sections 6§§3y to 6§§3k2, ’hich criminalise providing funds, goods or 
other forms of assistance to •P:s even ’hen relevant conduct occurs outside the Knited 
LtatesA

13 DESCRIBE  THE  PRINCIPAL  CHALLENGES  THAT  ARISE  IN  YOUR  COUNTRY 
IN CROSS-BORDER INVESTIGATIONS,  AND EXPLAIN WHETHER AND HOW SUCH 
CHALLENGES DEPEND ON THE OTHER COUNTRIES INVOLVED.

0ross-border investigations present a complex arraw of challenges, particularlw ’hen 
thew involve Burisdictions ’ith differing legal swstems and enforcement prioritiesA Phese 
challenges varw depending on the countries involved, the nature of the investigation and the 
level of cooperation bet’een the Knited Ltates and foreign authoritiesA

Lome of the challenges include differences in the appropriate legal response to potential 
’rongdoingA •or instance, ’hile facilitation pawments maw be exempt from penalties 
under the •oreign 0orrupt Uractices yct of ;3?? )•0Uy2, thew could be illegal under 
the anti-briberw la’s of manw other countriesA ylso, ’hile some countries have strong 
cooperative relationships ’ith KL authorities, others maw be less ’illing or unable to 
cooperateA Phis can be due to political reasons, lacC of resources or differences in legal and 
enforcement prioritiesA

zutual legal assistance treaties )zqyPs2 are Cew tools for cooperation in cross-border 
investigations, allo’ing countries to re(uest legal assistance from one anotherA 7o’ever, 
some countries maw not have zqyPs ’ith the Knited Ltates or maw interpret the treaties 
narro’lw, limiting the scope of cooperationA

14 DOES  DOUBLE  JEOPARDY,  OR  A  SIMILAR  CONCEPT,  APPLY  TO  PREVENT  A 
CORPORATION FROM FACING CRIMINAL EXPOSURE IN YOUR COUNTRY AFTER IT 
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RESOLVES CHARGES ON THE SAME CORE SET OF FACTS IN ANOTHER? IS THERE 
ANYTHING ANALOGOUS IN YOUR JURISDICTION TO THE “ANTI-PILING ON” POLICY 
AS EXISTS IN THE UNITED STATES (THE POLICY ON COORDINATION OF CORPORATE 
RESOLUTION PENALTIES) TO PREVENT MULTIPLE AUTHORITIES SEEKING TO PENALISE 
COMPANIES FOR THE SAME CONDUCT?

Phe principle of double Beopardw generallw does not prevent a corporation from facing 
criminal exposure in the Knited Ltates after resolving charges on the same core facts 
in another countrwA Knder the KL Nseparate sovereignsD doctrine, different Burisdictions O 
federal, state and foreign O maw prosecute the same conduct independentlw ’ithout violating 
double Beopardw protectionsA 7o’ever, in 6E;Y, the F:1 adopted its Nanti-piling onD policw, 
encouraging coordination ’ith other KL and foreign authorities to avoid unnecessarw and 
duplicative corporate penaltiesA

:n 8 1une 6E68, the 7ead of the F:1Ts 0riminal Fivision, zatthe’ R Galeotti, rea.rmed this 
policw in a memorandum titled NGuidance on 0oordinating 0orporate Resolution Uenalties in 
Uarallel 0riminal, 0ivil, Regulatorw, and ydministrative UroceedingsDA Phe updated guidance 
largelw echoes the 6E;Y frame’orC but introduces a signijcant caveat9 coordination maw 
not come at the expense of victim compensationA Galeotti instructed prosecutors to 
prioritise restitution and other victim recoveries ’hen coordinating ’ith domestic or foreign 
authorities, even if that limits the extent to ’hich penalties imposed else’here are credited 
against F:1 resolutionsA In effect, ’hile the F:1 remains committed to avoiding duplicative 
penalties through inter-Burisdictional cooperation, corporate defendants must demonstrate 
proactive, meaningful coordination earlw in the process and cannot expect penaltw offsets 
that ’ould reduce or eliminate compensation to victimsA

15 ARE “GLOBAL” SETTLEMENTS COMMON IN YOUR COUNTRY? WHAT ARE THE 
PRACTICAL CONSIDERATIONS?

Global settlements are common, especiallw in complex ’hite-collar investigations involving 
multinational corporationsA •or instance, cases involving violations of the •0Uy or antitrust 
la’s often re(uire coordination ’ith foreign regulatorsA Uractical considerations ’hen 
negotiating global settlements include coordination among KL and foreign regulators to 
ensure consistencw in the settlement terms and results that are acceptable across all 
Burisdictions, as ’ell as sharing internal investigation jndings and other pertinent data 
across borders ’hile complwing ’ith varwing privacw and data protection la’sA ydditionallw, 
compliance and monitoring obligations need to be harmonised across Burisdictions to ensure 
e.cient implementation and reporting follo’ing the global settlementA

16 WHAT BEARING DO THE DECISIONS OF FOREIGN AUTHORITIES HAVE ON AN 
INVESTIGATION OF THE SAME MATTER IN YOUR COUNTRY?

y criminal ruling against a corporation in another countrw ’ill not necessarilw impact an 
ongoing KL investigationA 7o’ever, in practice, a decision bw a foreign authoritw maw 
ináuence an investigationA •or example, if a corporation is found guiltw of briberw in a foreign 
countrw, KL authorities maw use the evidence and jndings from that case to bolster their o’n 
investigation under the •0Uy, ’hich criminalises the briberw of foreign o.cials bw KL persons 
and companies, as ’ell as foreign companies listed on KL exchanges, or under the •oreign 
Vxtortion Urevention yct of 6E6§, ’hich criminalises the demand or acceptance of a bribe bw 
a foreign o.cial from a KL person or companwA ydditionallw, the outcome of the foreign case 
could provide valuable insights or lead to ne’ evidence that impacts the direction and focus 
of the KL investigationA Ltrategicallw, foreign persons facing similar crimes in both their home 
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Burisdiction and the Knited Ltates maw prefer to defend the local proceedings jrst, therebw 
delawing extradition to the Knited Ltates in the hope of a more favourable KL enforcement 
climate ’ith a change of policw or administration in the Knited LtatesA

ECONOMIC SANCTIONS ENFORCEMENT

17 DESCRIBE  YOUR  COUNTRY’S  SANCTIONS  PROGRAMME  AND  ANY  RECENT 
SANCTIONS IMPOSED BY YOUR JURISDICTION.

Phe Knited Ltates administers and enforces economic sanctions primarilw through :•y0, 
a division of the KL Fepartment of the PreasurwA :•y0 sanctions target foreign countries, 
geographic regions, entities and individuals to advance KL foreign policw and national 
securitw interestsA

0urrentlw, :•y0 administers §? sanctions programmes addressing threats such as hostile 
foreign governments, transnational crime, human rights abuses, corruption and narcotics 
tra.cCingA :•y0 maw enforce t’o twpes of sanctions involving a countrw9 comprehensive 
sanctions )also Cno’n as embargoes2,  ’hich prohibit  all  transactions bet’een the 
designated countrw and KL persons, and non-comprehensive sanctions, ’hich limit onlw 
certain transactions involving the countrw as specijed bw la’s enacted bw KL 0ongress, V:s 
and :•y0 regulations and guidelinesA

zost recentlw, on 6E 1anuarw 6E68, Uresident Prump issued V: ;5;8?, authorising the 
designation of cartels and other entities as •P:sA •ollo’ing this :rder, on 6E •ebruarw 6E68, 
the KL Fepartment of Ltate designated eight organisations as •P:s and LFGPsA :•y0 
implemented these designations bw adding or updating entries on the Lpeciallw Fesignated 
Jationals and klocCed Uersons )LFJ2 qistA

yll propertw and interests in propertw of the •P:s or LFGPs in the Knited Ltates or under 
the control of KL persons are blocCedA KL persons are generallw prohibited from transacting 
’ith the •P:s or LFGPs unless authorisedA Jon-KL persons maw also face exposure if thew 
seeC to evade KL sanctions or if their conduct causes a KL person to engage in a prohibited 
transactionA

18 WHAT IS YOUR COUNTRY’S APPROACH TO SANCTIONS ENFORCEMENT? HAS THERE 
BEEN AN INCREASE IN SANCTIONS ENFORCEMENT ACTIVITY IN RECENT YEARS, FOR 
EXAMPLE?

“iolations of sanctions O including attempted violations, conspiracies or causing a violation 
O can lead to both civil and criminal penalties under KL la’A •oreign entities maw also 
be subBect  to  enforcement  if  thew conspire  to  violate  or  cause a violation of  :•y0 
sanctionsA ydditionallw, :•y0 can designate foreign persons to its LFJ qist if thew directlw 
or indirectlw violate sanctionsA Phere are exceptions in the form of general licences )broad 
authorisations for certain classes of transactions2 and specijc licences )’hich permit a 
particular prohibited transaction upon :•y0 approval2, twpicallw ’hen deemed consistent 
’ith KL foreign policwA

In 6E68, the Knited Ltates sharplw reduced the overall volume of jnancial sanctions ’hile 
reorienting their focus, easing pressure on Russia, intensifwing Nmaximum pressureD on Iran 
and increasinglw targeting 0hina and transnational criminal net’orCsA

19 DO  THE  AUTHORITIES  RESPONSIBLE  FOR  SANCTIONS  COMPLIANCE  AND 
ENFORCEMENT IN YOUR COUNTRY COOPERATE WITH THEIR COUNTERPARTS IN OTHER 
COUNTRIES FOR THE PURPOSES OF ENFORCEMENT?
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Phe KL government cooperates ’ith agencies in the Vuropean Knion and ’ith countries 
such as zexico, the Knited Singdom, 0anada and yustraliaA •or example, :•y0 and the 
F:1 cooperate ’ith zexican counterparts liCe the •inancial Intelligence Knit to coordinate 
cross-border jnancial and sanctions enforcement actionsA

20 HAS YOUR COUNTRY ENACTED ANY BLOCKING LEGISLATION IN RELATION TO THE 
SANCTIONS MEASURES OF THIRD COUNTRIES? DESCRIBE HOW SUCH LEGISLATION 
OPERATES.

JoA

21 TO THE EXTENT THAT YOUR COUNTRY HAS ENACTED ANY SANCTIONS BLOCKING 
LEGISLATION, HOW IS COMPLIANCE ENFORCED BY LOCAL AUTHORITIES IN PRACTICE?

Phis is not applicable in this BurisdictionA

BEFORE AN INTERNAL INVESTIGATION

22 HOW  DO  ALLEGATIONS  OF  MISCONDUCT MOST OFTEN  COME  TO  LIGHT IN 
COMPANIES IN YOUR COUNTRY?

In the Knited Ltates, allegations of corporate misconduct twpicallw surface through a 
combination of path’aws9

4 Whistleblowers: KL la’, including the Fodd-•ranC yct of 6E;E and the Larbanes-:xlew 
yct of 6EE6, provides strong anti-retaliation protections and, in certain cases, 
monetarw incentivesA Phis frame’orC ’as recentlw reinforced bw the F:1Ts ;6 
zaw 6E68 memorandum regarding the 0riminal FivisionTs 0orporate –histleblo’er 
y’ards Uilot Urogram, ’hich has been expanded to prioritise tips that lead to 
forfeiture in high-impact areas, including corporate sanctions offences, trade and 
customs fraud, monew laundering linCed to international cartels or P0:s, corporate 
procurement fraud and material support of terrorismA

4 Standard  screening  processes:  0ustomer  due  diligence,  vendor  vetting  and 
transaction  screening  under  yzq,  anti-briberw  and corruption,  and sanctions 
compliance  programmes  often  áag  anomalies  that,  upon  escalation,  reveal 
misconduct, especiallw in high-risC Burisdictions or involving politicallw exposed 
personsA

4 Suspicious activity reports: In jnancial institutions, suspicious activitw áagged 
internallw and reported to •in0VJ under the kLy fre(uentlw initiates la’ enforcement 
in(uiriesA Luspicious activitw reports can also prompt internal remediation and, in 
some cases, voluntarw disclosure to other agenciesA

4 Audits and other reviews: RisC-based internal audits, independent external audits and 
targeted compliance revie’s O ’hether internallw initiated or regulator-mandated O 
are Cew mechanisms for detecting misconductA Phese processes can uncover control 
’eaCnesses, transactional irregularities or swstemic compliance gaps, including in 
areas such as trade jnance, third-partw relationships and crwptoasset transactionsA 
Red áags maw point to fraud, sanctions breaches or booCs-and-records violationsA 
Knder section ;Ey of the Lecurities Vxchange yct of ;3§5, external auditors have 
specijc obligations to report certain illegal acts to the companwTs board and, if 
unaddressed, to the LV0A •indings from anw of these revie’s are twpicallw escalated 
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to compliance, legal or the boardTs audit committee for further investigation and 
remediationA

4 Tax reporting: Fiscrepancies in tax jlings or disclosures to the IRL maw reveal 
schemes involving transfer pricing manipulation, unreported offshore accounts or 
fraudulent deductionsA

4 Media reports: Investigative Bournalism can prompt both regulatorw in(uiries and 
internal investigations, particularlw ’hen reports linC a companw to prohibited 
transactions, sanctioned counterparties or politicallw exposed personsA

4 Private litigation: 0ivil or commercial suits O particularlw those jled bw former 
emplowees,  competitors  or  contractual  counterparties  O maw contain  factual 
allegations that attract the attention of enforcement agencies and lead to parallel 
criminal or regulatorw proceedingsA

•rom a KL enforcement perspective, matters surfacing through these channels can escalate 
rapidlw, especiallw ’hen accompanied bw aggravating factors such as senior management 
involvement, cross-border elements or conduct touching on national securitw priorities )eg, 
sanctions, export controls or terrorist jnancing2A

INFORMATION GATHERING

23 DOES YOUR COUNTRY HAVE A DATA PROTECTION REGIME?

Phe Knited Ltates does not have a comprehensive data protection regimeH instead, it relies 
on a combination of federal and state la’s that focus on specijc aspects of data protection 
and privacwA •ederal la’s include the follo’ing9

4 the 7ealth Insurance Uortabilitw and yccountabilitw yct of ;33M )7IUyy2, ’hich 
establishes national standards to protect sensitive patient health informationH

4 the Gramm-qeach-klilew yct of ;333 )Gqky2, ’hich establishes data protection 
standards concerning consumersT  personal  jnancial  information for jnancial 
institutionsH

4 the 0hildrenTs  :nline Urivacw Urotection yct  of  ;33Y,  ’hich imposes specijc 
re(uirements on operators of ’ebsites or online services that are directed to’ards 
childrenH

4 the •air 0redit Reporting yct of ;3?E, ’hich regulates the collection, dissemination 
and use of consumer informationH

4 the •P0 yct, ’hich empo’ers the •P0 to taCe action against unfair or deceptive 
practices relating to the privacw and securitw of personal dataH and

4 the Vlectronic 0ommunications Urivacw yct of ;3YM, ’hich contains provisions 
protecting the privacw of electronic communicationsA

Leveral states have also enacted broad privacw la’sA •or example, 0aliforniaTs 0onsumer 
Urivacw yct of 6E;Y and Urivacw Rights yct of 6E6E and –ashingtonTs zw 7ealth zw Fata 
yct of 6E6§ impose signijcant re(uirements for certain twpes of sensitive dataA :ther ne’ 
state la’s in Pennessee, zarwland, Fela’are, Je’ 1ersew, zinnesota, Je’ 7ampshire, Io’a 
and JebrasCa also establish consumer rights and business obligations concerning sensitive 
dataA
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24 TO THE EXTENT NOT DEALT WITH ABOVE AT QUESTION 10, HOW IS THE DATA 
PROTECTION REGIME ENFORCED?

kecause there is no comprehensive data protection regime, the conse(uences of a data 
breach varw depending on the federal statute or regulation at issueA •or example, the •P0 
yct empo’ers the •P0 to taCe action against unfair or deceptive practices relating to the 
privacw and securitw of personal data bw seeCing court orders to stop companies from 
engaging in these practices, imposing monetarw penalties on companies or pursuing refunds 
or compensation for consumers ’ho have been harmed bw a companwTs unfair or deceptive 
practicesA

ydditionallw, the Fepartment of 7ealth and 7uman LervicesT :.ce for 0ivil Rights enforces 
the 7IUyy through investigations, corrective action plans and monetarw settlementsA Phe 
LV0 enforces its cwbersecuritw disclosure and controls re(uirements for public companiesA 
Ltate authorities, including the 0alifornia Urivacw Urotection ygencw and attornews general 
in states ’ith privacw statutes, investigate violations and bring enforcement actions, 
sometimes coordinating ’ith federal authoritiesA

25 ARE THERE ANY DATA PROTECTION ISSUES THAT CAUSE PARTICULAR CONCERN IN 
INTERNAL INVESTIGATIONS IN YOUR COUNTRY?

–hile the Knited Ltates does not have a comprehensive federal data protection la’, there 
are still several data protection issues that can cause concern during internal investigations, 
particularlw in the context of ’hite-collar crimeA •or example, industries such as healthcare 
and jnance are subBect to regulations such as the 7IUyy and the Gqky, ’hich impose data 
protection obligationsA Limilarlw, pursuant to the •ederal Rules of Urocedure and Vvidence, 
companies must have clear policies regarding the retention and deletion of data relevant to 
the investigation to avoid potential claims of evidence spoliation or obstruction of BusticeA

Phe F:1Ts 6E65 update to its V00U states that prosecutors ’ill  scrutinise ’hether 
companies can access and retain business communications, including those on third-partw 
or bring-wour-o’n-device channels, and ’hether these policies deter the use of channels that 
cannot be preservedA

26 DOES YOUR COUNTRY REGULATE OR OTHERWISE RESTRICT THE INTERCEPTION OF 
EMPLOYEES’ COMMUNICATIONS? WHAT ARE ITS FEATURES AND HOW IS THE REGIME 
ENFORCED?

Phe Knited Ltates regulates interception of emploweesT personal communications through 
federal and state la’sA ys an example, the Vlectronic 0ommunications Urivacw yct prohibits 
intentional actual or attempted interception, use, disclosure or procurement of anw other 
person to intercept or attempt to intercept anw ’ire, oral or electronic communication from 
an emploweeTs personal deviceA yccordinglw, emplowers generallw need at least one partwTs 
consent to intercept communications from personal devicesH ho’ever, some states have 
stricter rules and re(uire both parties to consentA Generallw, there is no right to privacw in an 
o.ce or companw-issued deviceA

Vnforcement of privacw protections has also come indirectlw through securities la’sA •or 
example, the LV0 brought various Noff-channel communicationsD cases in late 6E65 and 
again in earlw 6E68, resulting in substantial jnancial penalties for failures to preserve 
business communications sent on personal devices and unapproved appsA Phose cases 
reinforce that emplowers subBect to LV0 regulation must maintain clear policies, obtain 
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appropriate emplowee acCno’ledgments and ensure that anw business communications 
occur on swstems that can be supervised and retainedA

DAWN RAIDS AND SEARCH WARRANTS

27 ARE  SEARCH  WARRANTS  OR  DAWN  RAIDS  ON  COMPANIES  A  FEATURE  OF 
LAW ENFORCEMENT IN YOUR COUNTRY? DESCRIBE ANY LEGAL LIMITATIONS ON 
AUTHORITIES EXECUTING SEARCH WARRANTS OR DAWN RAIDS, AND WHAT REDRESS 
A COMPANY HAS IF THOSE LIMITS ARE EXCEEDED.

KL la’ enforcement generallw uses subpoenas to obtain documents and other material from 
companiesA 7o’ever, la’ enforcement maw also use search ’arrants for these purposesA 
Po obtain a search ’arrant, the authorities must sho’ that probable cause exists to believe 
that a crime has been committed and that the evidence is liCelw to be found at the specijed 
locationA :nce obtained, the ’arrant allo’s the authorities to enter the premises and search 
for and sei”e evidenceA If the authorities do not adhere to the terms of a search ’arrant or 
’ere not truthful in obtaining it, a court maw exclude anw improperlw sei”ed documents from 
being used as evidence in legal proceedingsA ydditionallw, if la’ enforcement obtains other 
evidence derived from the illegallw sei”ed evidence, courts maw also exclude that derivative 
evidenceA

28 HOW CAN PRIVILEGED MATERIAL BE LAWFULLY PROTECTED FROM SEIZURE DURING 
A DAWN RAID OR IN RESPONSE TO A SEARCH WARRANT IN YOUR COUNTRY?

Po la’fullw protect privileged material from sei”ure during a da’n raid or in response to a 
search ’arrant, the organisations must assert privilege claims in real time and re(uest that 
the documents be sealed and revie’ed bw a court before anw examination bw investigatorsA 
yccordinglw, organisations should maintain logs that clearlw identifw privileged documents 
and communications to enable them to (uicClw identifw and argue against the sei”ure of the 
materialA 7aving legal counsel present during the search could also be advantageous, and 
cooperation ’ith authorities can be benejcialA Government agencies maw agree to protocols 
for handling potentiallw privileged informationA

•ollo’ing the sei”ure, motions can be jled ’ith a federal court for the return of unla’fullw 
sei”ed privileged materials and propertwA

29 UNDER WHAT CIRCUMSTANCES MAY AN INDIVIDUAL’S TESTIMONY BE COMPELLED 
IN  YOUR  COUNTRY?  WHAT  CONSEQUENCES  FLOW  FROM  SUCH  COMPELLED 
TESTIMONY? ARE THERE ANY PRIVILEGES THAT WOULD PREVENT AN INDIVIDUAL OR 
COMPANY FROM PROVIDING TESTIMONY?

yt the federal level, ’hen the government re(uires the testimonw of a person in connection 
’ith an ongoing criminal investigation, it maw seeC a grand Burw subpoena compelling that 
personTs declarationA Phis subpoena maw also be used to order the person to produce 
material for the criminal investigationA Ltates provide for similar legal avenues for la’ 
enforcement to compel the appearance of a person for intervie’A

7o’ever,  under  the  •ifth  ymendment,  an  individual  cannot  be  forced  to  provide 
self-incriminating testimonwA ynw testimonw that is improperlw compelled cannot be used 
against the individual in courtA Phis privilege does not extend to companies, ’hich cannot 
refuse to provide testimonw even if it might be incriminatingA

WHISTLEBLOWING AND EMPLOYEE RIGHTS
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30 DESCRIBE  THE  WHISTLEBLOWING  FRAMEWORK  IN  YOUR  COUNTRY.  WHAT 
FINANCIAL INCENTIVE SCHEMES, IF ANY, EXIST FOR WHISTLEBLOWERS? WHAT LEGAL 
PROTECTIONS ARE IN PLACE FOR WHISTLEBLOWERS?

Phe Knited Ltates has several federal programmes that incentivise ’histleblo’ers and 
protect them from retaliationA •or example, the F:1Ts 0riminal Fivision administers a 
0orporate –histleblo’er y’ards Uilot Urogram to uncover and prosecute corporate crimeA 
Knder this programme, ’histleblo’ers maw be eligible for an a’ard ’hen thew provide 
original, truthful information about certain twpes of criminal misconduct that leads to 
forfeitures exceeding KL/; million in net proceedsA ys announced in a memorandum from 
zatthe’ R Galeotti, 7ead of the F:1Ts 0riminal Fivision, on ;6 zaw 6E68, the programmeTs 
scope has been expanded to prioritise tips involving9

4 violations bw corporations relating to international cartels or P0:s, including monew 
laundering, narcotics and other 0ontrolled Lubstances yct of ;3?E offencesH

4 violations of federal immigration la’H

4 corporate conduct involving material support of terrorismH

4 corporate sanctions offencesH

4 trade, tariff and customs fraudH and

4 corporate procurement fraudA

Phe LV0, 0•P0, :L7y and •in0VJ have also established ’histleblo’er programmes to 
encourage the reporting of potential misconduct under their purvie’A ydditionallw, the yI 
–histleblo’er Urotection yct ’as proposed to provide protections to those developing 
and deplowing yIA Phe la’ concerns yI companiesT restrictive severance agreements and 
non-disclosure agreements, ’hich can deter ’illing current and former emplowees from 
maCing ’histleblo’er disclosures to federal authoritiesA 7o’ever, as at the time of ’riting, 
it has not wet been enactedA •urthermore, on ; ypril 6E6M, •in0VJ published a Jotice 
of Uroposed RulemaCing on –histleblo’er Incentives and UrotectionsA Phe proposed 
–histleblo’er Urogram is intended to encourage tips concerning yzq, sanctions and other 
violationsA If a ’histleblo’er (ualijes for an a’ard, the proposed rule ’ill provide for an 
a’ard of ;EP to §EP of collected monetarw sanctions, ’ith a maximum a’ard presumption 
if §EP of the collected monetarw sanctions is, in aggregate, KL/;8 million or lessA

31 WHAT RIGHTS DOES LOCAL EMPLOYMENT LAW CONFER ON EMPLOYEES WHOSE 
CONDUCT IS WITHIN THE SCOPE OF AN INVESTIGATION? IS THERE ANY DISTINCTION 
BETWEEN OFFICERS AND DIRECTORS OF THE COMPANY FOR THESE PURPOSES?

Phere  is  no  KL federal  emplowment  la’ specifwing  an  emploweeTs  rights  during  an 
investigationA 7o’ever, emplowees ’ho report misconduct or cooperate ’ith investigations 
as ’histleblo’ers maw be protected from retaliation under federal la’s such as the 
Larbanes-:xlew yct and the Fodd-•ranC yctA Retaliation practices that are forbidden bw 
KL federal la’ include retaliating against emplowees ’ho jle complaints or participate in 
investigations into discrimination based on race, colour, religion, sex or national originA

ydditionallw, union-represented emplowees have the right to re(uest representation during 
intervie’s that maw lead to disciplinarw proceedingsA Phese protections generallw applw 
regardless of ’hether the individual is an o.cer, director or emploweeA Fistinctions arise 
more from the individualTs jduciarw duties or corporate governance re(uirements rather than 
from emplowment la’ itselfA
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32 DO EMPLOYEES’ RIGHTS UNDER LOCAL EMPLOYMENT LAW DIFFER IF A PERSON IS 
DEEMED TO HAVE ENGAGED IN MISCONDUCT? ARE THERE DISCIPLINARY OR OTHER 
STEPS THAT A COMPANY MUST OR SHOULD TAKE WHEN AN EMPLOYEE IS IMPLICATED 
IN OR SUSPECTED OF MISCONDUCT, SUCH AS SUSPENSION OR IN RELATION TO 
COMPENSATION?

Knless ’histleblo’er or anti-retaliation protections are implicated under federal la’, a 
companw maw freelw impose disciplinarw measures on an emplowee involved in misconduct, 
such as suspension, termination, demotion, a ’ritten ’arning or reprimand, and probationA 
Luspension is recommended ’hen the alleged misconduct could pose a risC to the companw 
or other emplowees if the emplowee remains at ’orCA

ydditionallw, companies maw be re(uired to act upon learning of an emploweeTs misconduct 
to prevent negative legal conse(uencesA •or instance, if a companw fails to suspend 
an emplowee ’ho is under investigation for serious misconduct, it could be exposed to 
legal actions for breach of jduciarw dutiesA 0ompanies should taCe steps that protect the 
’orCplace and the integritw of the investigation, ’hich can include placing an emplowee 
on short-term leave ’hen their access or presence poses a risC, conducting documented 
intervie’s, implementing clear evidence-handling protocols and applwing rules consistentlwA

33 CAN AN EMPLOYEE BE DISMISSED FOR REFUSING TO PARTICIPATE IN AN INTERNAL 
INVESTIGATION?

zost emplowees are emplowed at ’ill, meaning their emplowment can be terminated at 
anw time unless specijc protections applwA yccordinglw, failure to cooperate in an internal 
investigation can lead to dismissalA 7o’ever, companies must account for anti-retaliation 
la’s in situations ’here the emploweeTs refusal is tied to protected activitw or legal rights, 
and companies should applw consistent processes that align ’ith ’ritten policies to reduce 
the risC of claims of ’rongful termination or interference ’ith ’histleblo’ing being raisedA

COMMENCING AN INTERNAL INVESTIGATION

34 IS IT COMMON PRACTICE IN YOUR COUNTRY TO PREPARE A DOCUMENT SETTING 
OUT TERMS OF REFERENCE OR INVESTIGATORY SCOPE BEFORE COMMENCING AN 
INTERNAL INVESTIGATION? WHAT ISSUES WOULD IT COVER?

Internal investigations often relw on a detailed investigation or ’orC plan that identijes the 
person or persons ’ho ’ill conduct the investigation, the scope of the investigation, an 
estimate of the timing to complete the investigation, the persons or entities to be investigated 
and a process for document and intervie’ collection and revie’A :rdinarilw, the plan should 
also specifw ho’ the results of the investigation are to be reportedA

35 IF AN ISSUE COMES TO LIGHT PRIOR TO THE AUTHORITIES IN YOUR COUNTRY 
BECOMING AWARE OR ENGAGED, WHAT INTERNAL STEPS SHOULD A COMPANY TAKE? 
ARE THERE INTERNAL STEPS THAT A COMPANY IS LEGALLY REQUIRED TO TAKE OR 
SHOULD CONSIDER TAKING?

Phere are generallw no internal steps that a companw is legallw or ethicallw re(uired to taCe 
’hen an issue comes to lightA If a companw discovers misconduct, its best course of action 
is to immediatelw draft an investigation or ’orC plan and begin an internal investigation to 
gather all material facts regarding the misconductA yfter completing an investigation, the 
companw ’ill be best suited to decide on its next steps, such as ’hether to disclose its 
jndings to the governmentA
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If a companw chooses to conduct an internal investigation, it should ensure that the process 
complies ’ith the re(uirements established in Upjohn v United States to preserve the 
protections of the attornewOclient privilege and the ’orC-product doctrineA Uursuant to 
Upjohn, a la’wer must disclose their role as corporate counsel to ’itnesses, particularlw 
if the interests of the ’itness maw diverge from those of the companw or if there is anw 
misunderstanding about ’hom the la’wer representsA Phe Upjohn ’arning also helps to 
avoid a potential conáict of interest as an intervie’ing la’wer maw inadvertentlw create an 
implied attornewOclient relationship ’ith the ’itnessA

36 WHAT INTERNAL STEPS SHOULD A COMPANY IN YOUR COUNTRY TAKE IF IT 
RECEIVES A NOTICE OR SUBPOENA FROM A LAW ENFORCEMENT AUTHORITY SEEKING 
THE PRODUCTION OR PRESERVATION OF DOCUMENTS OR DATA?

Kpon receiving a notice or subpoena, the companw should issue a litigation hold to its 
emplowees re(uiring them to preserve anw relevant informationA It should then identifw 
all custodians of potential responsive documents and instruct its emplowees on ho’ 
to jnd and collect further informationA Phe companw must then oversee the collection 
process and monitor document preservation efforts to ensure thew complw ’ith the notice 
or subpoenaA •inallw, the companw should revie’ all collected information, separate anw 
privileged information and submit all collected non-privileged information to the re(uesting 
authorities in compliance ’ith the subpoenaTs re(uirementsA

37 AT WHAT POINT MUST A COMPANY IN YOUR COUNTRY PUBLICLY DISCLOSE 
THE  EXISTENCE  OF  AN  INTERNAL  INVESTIGATION  OR  CONTACT FROM  A  LAW 
ENFORCEMENT AUTHORITY?

0ompanies are generallw not re(uired to publiclw disclose the existence of an internal 
investigation or contact from la’ enforcement authoritiesA 7o’ever, under the LV0Ts 
Regulation L-S, a companw must publiclw disclose the existence of an internal investigation 
or contact from a la’ enforcement authoritw ’hen the matter becomes material to investors 
and could ináuence their decisionsA yn investigation or in(uirw is deemed material if it 
could have a signijcant impact on the companwTs jnancial condition or operating results, 
or if it raises substantial legal or regulatorw risCs that could affect the companwTs business 
operationsA ydditionallw, if a companw is involved in a government investigation or legal 
proceedings that are liCelw to result in a signijcant jnancial impact or affect its operations, 
this must be disclosed to ensure transparencw for investors and to complw ’ith the broader 
principles of fair and accurate jnancial reportingA

•or other matters, a companw maw choose to jle a voluntarw self-disclosure ’ith the F:1 
or the relevant government agencw for strategic reasons, such as mitigation of penaltiesA 
7o’ever, a companw must consider several practical factors in deciding ’hether to maCe a 
disclosure, including the potential for favourable treatment from the government, the amount 
of time that has lapsed since the companw discovered the potential misconduct, the risC of 
further or greater government scrutinw and the risC of exposing conjdential informationA

38 HOW ARE INTERNAL INVESTIGATIONS VIEWED BY LOCAL ENFORCEMENT BODIES IN 
YOUR COUNTRY?

Internal investigations are encouraged bw the F:1 and other federal agencies as thew help a 
companw to identifw potential misconduct and taCe remedial actionA In fact, companies that 
conduct these investigations and voluntarilw disclose ’rongdoing maw avoid enforcement 
actions or earn cooperation creditA
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0ompanies are generallw free to control the conduct or format of their o’n internal 
investigations provided that the investigation is timelw, comprehensive and candid, and 
that the jndings and remedial actions of the companw are ’ell documentedA 7o’ever, if 
a companw is subBect to a subpoena or a parallel governmental investigation, it ’ould be 
best advised to conform its internal investigation to the re(uirements of the subpoena or 
the governmentTs expectations in an ongoing investigationA

ATTORNEY–CLIENT PRIVILEGE

39 CAN THE ATTORNEY–CLIENT PRIVILEGE BE CLAIMED OVER ANY ASPECTS OF 
INTERNAL INVESTIGATIONS IN YOUR COUNTRY? WHAT STEPS SHOULD A COMPANY 
TAKE IN YOUR COUNTRY TO PROTECT THE PRIVILEGE OR CONFIDENTIALITY OF AN 
INTERNAL INVESTIGATION?

%esA In Upjohn v United States, the KL Lupreme 0ourt held that communications bet’een all 
corporate emplowees and the companwTs counsel maw be protected bw the attornewOclient 
privilegeA Knder this privilege, anw conjdential communications bet’een a la’wer and a client 
for the purpose of obtaining or rendering legal advice are protectedA 7o’ever, pursuant to 
Upjohn, la’wers conducting an internal investigation should provide an Upjohn ’arning )see 
(uestion §82A zoreover, a companw in the Knited Ltates should consider retaining outside 
counsel to conduct the investigation to minimise the risC of ’aiving the privilege due to 
in-house counselTs dual nature as a business and legal adviserA

40 SET OUT THE KEY PRINCIPLES OR ELEMENTS OF THE ATTORNEY–CLIENT PRIVILEGE 
IN YOUR COUNTRY AS IT RELATES TO CORPORATIONS. WHO IS THE HOLDER OF THE 
PRIVILEGE? ARE THERE ANY DIFFERENCES WHEN THE CLIENT IS AN INDIVIDUAL?

Phe basic elements of the attornewOclient privilege are that it concerns a conjdential 
communication bet’een a la’wer and a client for the purpose of obtaining or rendering legal 
adviceA yccordinglw, the attornewOclient privilege in the Knited Ltates operates to preclude 
an opposing partwTs discoverw of a clientTs conjdential communications to a la’werA

ys it relates to corporations, federal la’ extends the privilege to communications that an 
attornew receives from a member of the corporationTs control group, such as an o.cerA 
In Upjohn, the KL Lupreme 0ourt also extended the privilege to emplowees ’hen the 
communication9

4 concerns a matter ’ithin the emploweeTs corporate dutiesH

4 is made at the direction of a corporate superiorH

4 is made and directed for the purpose of obtaining legal advice for the corporationH and

4 is not communicated to others ’ho need not Cno’ of its contentsA

41 DOES THE ATTORNEY–CLIENT PRIVILEGE APPLY EQUALLY TO IN-HOUSE AND 
EXTERNAL COUNSEL IN YOUR COUNTRY?

JoA kecause of the nature of in-house counsel, an in-house la’wer is subBect to stricter 
re(uirements to ac(uire and maintain the attornewOclient privilegeA •irst, an in-house la’wer 
is onlw protected if their communication involves legal advice, as opposed to business adviceA 
In the case of mixed communications, KL federal courts applw a predominant purpose test 
to determine ’hether the overall communication is for legal or business adviceA Lecond, an 
in-house la’wer is onlw protected if thew are actuallw involved in a matter and the involvement 
is not illusorwA Phird, an in-house la’wer is onlw protected if their communication remains 
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conjdentialA In the corporate context, a communication remains conjdential as long as its 
disclosure is conjned to a group of people that need to Cno’ of itA

42 DOES THE ATTORNEY–CLIENT PRIVILEGE APPLY EQUALLY TO ADVICE SOUGHT 
FROM FOREIGN LAWYERS IN RELATION TO INVESTIGATIONS IN YOUR COUNTRY?

%esA KL federal la’ maCes no distinction over the domestic or foreign nature of the la’wer 
from ’hom legal advice is soughtA

43 TO WHAT EXTENT IS WAIVER OF THE ATTORNEY–CLIENT PRIVILEGE REGARDED 
AS A COOPERATIVE STEP IN YOUR COUNTRY? ARE THERE ANY CONTEXTS WHERE 
PRIVILEGE WAIVER IS MANDATORY OR REQUIRED?

y voluntarw ’aiver of the attornewOclient privilege maw help in obtaining a more favourable 
resolution to a government investigationA Phe F:1Ts prosecutorial guidelines direct that 
a companwTs eligibilitw for cooperation credit should not be conditioned on a ’aiver of 
the attornewOclient privilege or ’orC-product protectionA :ther government agencies, such 
as the LV0, have follo’ed suitA Jevertheless, to receive cooperation credit, government 
agencies  re(uire  companies  to  disclose all  facts  relevant  to  the  misconduct  being 
investigatedA In practice, federal agencies maw treat a companwTs ’illingness to ’aive 
privileges as indicative of its ’illingness to cooperate ’ith the investigationA

44 DOES  THE  CONCEPT  OF  LIMITED  WAIVER  OF  PRIVILEGE  EXIST  IN  YOUR 
JURISDICTION? WHAT IS ITS SCOPE?

Phe •ederal Rules of Vvidence allo’ a federal court to order that disclosing privileged 
information in a current litigation does not ’aive the privilege in that case or anw other federal 
or state proceedingA Phese Rules also provide that anw agreement bet’een parties on the 
effect of a disclosure in a federal case is binding onlw on those parties unless it is included 
in a court orderA

7o’ever, federal agencies have increasinglw dejned cooperation ’ith an investigation as a 
’aw in ’hich a partw maw re(uire or risC full ’aiver of the attornewOclient privilege or the 
’orC-product doctrineA Fespite ceasing to re(uire companies to ’aive their privilege for 
them to obtain cooperation credit in a pending investigation, federal agencies continue to 
re(uire that companies disclose all facts relevant to the potential misconductA ynd because 
these facts are often recorded in privileged material created from an internal investigation, 
a companw maw be re(uired to disclose privileged materialA

In this context, a companw must taCe great care in disclosing privileged information to the 
government in a ’aw that does not ’aive protection or should seeC an agreement or court 
order to maintain the privilege despite the disclosureA •ailure to do so maw result in a court 
jnding that previouslw privileged material is no longer protectedA

45 IF PRIVILEGE HAS BEEN WAIVED ON A LIMITED BASIS IN ANOTHER COUNTRY, CAN 
PRIVILEGE BE MAINTAINED IN YOUR OWN COUNTRY?

•ederal Rule of Vvidence 8E6)c2 states that if privileged information is disclosed in a state 
proceeding ’ithout a state court order on ’aiver, the disclosure does not ’aive the privilege 
in a federal proceeding if it either ’ould not be considered a ’aiver under federal rules or is 
not a ’aiver under the la’s of the state in ’hich it occurredA 7o’ever, it is unclear ’hether 
this Rule applies to disclosures made in other countriesA
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•ederal courts tend to applw the la’ that is most protective of the attornewOclient privilege 
and ’orC productA Phus, if privilege has been ’aived on a limited basis in another countrw, a 
federal court maw jnd that the ’aiver remains limited in the Knited Ltates, ’hich is a separate 
sovereignA

46 DO COMMON INTEREST PRIVILEGES EXIST AS CONCEPTS IN YOUR COUNTRY? WHAT 
ARE THE REQUIREMENTS AND SCOPE?

In the Knited Ltates, the common interest privilege protects communications bet’een one 
group of clients and their counsel and another group of clients and their o’n counsel to 
encourage honest communication bet’een negotiating partiesA

Phe common interest privilege re(uires the same elements of the attornewOclient privilegeA 
7o’ever, the common interest privilege also re(uires the existence of a NcommonD interest 
bet’een the communicating partiesA KL courts varw on ’hat constitutes a su.cientlw 
common interest, ’ith some holding that the parties must have identical interests, ’hile 
others hold that the parties maw even have some adverse interestsA

Phe common interest privilege also re(uires that each separate communicating client group 
be represented bw its o’n counselA Phus, if a represented client group communicates ’ith 
an unrepresented client group, that unrepresented client group constitutes a third partw and 
the privilege is ’aived in their communicationsA Limilarlw, most KL courts re(uire that onlw 
each groupTs la’wers communicate ’ith each otherA

47 CAN PRIVILEGE BE CLAIMED OVER COMMUNICATIONS WITH THIRD PARTIES?

%es,  especiallw  if  the  third  parties  could  benejt  from  or  facilitate  attornewOclient 
communicationsA 0ourts varw on ’hether communications made in the presence of the 
la’werTs emplowees or staff are privileged but the ultimate decision tends to rest on the 
circumstances of the communication and ’hether the communication is intended to be 
conjdentialA

WITNESS INTERVIEWS

48 DOES YOUR COUNTRY PERMIT THE INTERVIEWING OF WITNESSES AS PART OF AN 
INTERNAL INVESTIGATION?

%esA

49 CAN A COMPANY CLAIM THE ATTORNEY–CLIENT PRIVILEGE OVER INTERNAL 
WITNESS INTERVIEWS OR ATTORNEY REPORTS?

%es, if the la’wers conducting a ’itness intervie’ of an emplowee provide an Upjohn ’arning 
)see (uestion §82A

50 WHEN CONDUCTING A WITNESS INTERVIEW OF AN EMPLOYEE IN YOUR COUNTRY, 
WHAT LEGAL OR ETHICAL REQUIREMENTS OR GUIDANCE MUST BE ADHERED TO? ARE 
THERE DIFFERENT REQUIREMENTS WHEN INTERVIEWING THIRD PARTIES?

Phe la’wer conducting the intervie’ should provide an Upjohn ’arning prior to the intervie’ 
so the companwTs attornewOclient privilege is maintainedA Phis ’arning also serves to complw 
’ith the applicable rules of professional conduct, ’hich normallw re(uire KL la’wers to 
disclose their role as corporate counsel if the ’itnessTs interests maw be adverse to the 
companwTs or if the ’itness is mistaCen as to the la’werTs roleA Limilarlw, the Upjohn ’arning 
also helps to avoid a potential conáict of interest as an intervie’ing la’wer maw inadvertentlw 
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create an implied attornewOclient relationship ’ith the ’itness if the ’itness reasonablw 
believes the la’wer represents themA

Po protect the companwTs privilege, the companw and its counsel should taCe steps to 
maintain the conjdentialitw of intervie’s and ensure that ’itnesses do not disclose the 
contents of the intervie’s to third partiesA Po protect the ’itness, the companw and its 
counsel should also inform them that the intervie’ is conjdential and ’hether or not the 
companw intends to disclose its contents to a third partwA

51 HOW IS AN INTERNAL INTERVIEW TYPICALLY CONDUCTED IN YOUR COUNTRY? ARE 
DOCUMENTS PUT TO THE WITNESS? MAY OR MUST EMPLOYEES IN YOUR COUNTRY 
HAVE THEIR OWN LEGAL REPRESENTATION AT THE INTERVIEW?

Generallw, the internal intervie’ process begins ’ith a notice to the ’itness that should 
include a reminder that the matter is conjdentialA :nce the intervie’ begins, the la’wer or 
agent of the la’wer conducting the intervie’ should give the ’itness the Upjohn ’arningA 
:nce the ’itness conjrms that thew understand the ’arning, the intervie’ maw proceedA

Furing the intervie’, the intervie’er maw asC the ’itness (uestions and sho’ them evidenceA 
Po reduce the risC of inadvertent ’aiver of a privilege, evidence provided to ’itnesses 
should be limited to materials that thew have accessed in the ordinarw course of their 
dutiesA ys the intervie’ ends, the intervie’er should asC the ’itness if thew ’ould liCe anw 
clarijcation on discussed matters and ’hether thew ’ould liCe to add anw further information 
or clarijcationA Phe intervie’er should conclude the intervie’ ’ith a reminder to the ’itness 
of the intervie’Ts conjdentialitw and a re(uest for the ’itness to provide further information 
should thew recall relevant information after the intervie’A yfter’ards, the intervie’er should 
memorialise the contents of the intervie’ in a separate document to ensure protection under 
the attornewOclient privilege and the ’orC-product doctrineA

yn emplowee ’itness is not re(uired to have their o’n counsel present during an intervie’, 
although thew maw re(uest thisA

REPORTING TO THE AUTHORITIES

52 ARE THERE CIRCUMSTANCES UNDER WHICH REPORTING MISCONDUCT TO LAW 
ENFORCEMENT AUTHORITIES IS MANDATORY IN YOUR COUNTRY?

KL la’ does not generallw re(uire disclosure of corporate misconduct to la’ enforcement 
authoritiesA Jevertheless, some mandatorw disclosure obligations do originate from certain 
statutes or regulations, such as9

4 the Larbanes-:xlew yct, ’hich re(uires disclosure of all information ’ith a material 
jnancial impact on a public companw in periodic jnancial reportsH

4 the kLy, ’hich re(uires jnancial institutions to disclose suspicious transactionsH and

4 state-level la’s re(uiring companies to disclose data breaches of individualsT 
personal informationA

ydditionallw, government agencies encourage companies and individuals to voluntarilw 
disclose misconduct in exchange for cooperation credit ’hen pursuing enforcement 
actionsA •or example, on ;E zarch 6E6M, the F:1 released its jrst-ever department-’ide 
0orporate Vnforcement Uolicw for criminal matters, ’hich supersedes the Vnforcement 
Uolicw for kusiness :rgani”ations and promotes uniformitw, predictabilitw and fairness in ho’ 
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the F:1 pursues ’hite-collar cases to protect KL citi”ensA •or companies that voluntarilw 
self-disclose, in the absence of certain limited aggravating circumstances, the F:1 ’ill 
decline to prosecute themA Incentivising corporate self-disclosure O ’hile still permitting 
prosecutions in appropriate circumstances O allo’s the F:1 to (uicClw pursue culpable 
individuals, secure Bustice for victims and deter ’hite-collar crime, all ’hile not undulw 
burdening KL businessesA

53 IN WHAT CIRCUMSTANCES MIGHT YOU ADVISE A COMPANY TO SELF-REPORT TO 
LAW ENFORCEMENT EVEN IF IT HAS NO LEGAL OBLIGATION TO DO SO? IN WHAT 
CIRCUMSTANCES WOULD THAT ADVICE TO SELF-REPORT EXTEND TO COUNTRIES 
BEYOND YOUR COUNTRY?

Lelf-reporting to la’ enforcement is generallw recommended, as it can result in reduced 
jnes and a more favourable overall resolutionA kased on the F:1Ts NUrinciples of •ederal 
Urosecution of kusiness :rgani”ationsD, a companwTs ’illingness to self-disclose, cooperate 
and remedw misconduct can carrw signijcant ’eight ’ith la’ enforcementTs choices on 
’hether to prosecuteA If a companw is forced to self-report in a foreign Burisdiction, it should 
consider also reporting the misconduct to KL authorities to prevent duplicative enforcement 
actions or because foreign authorities ’ill liCelw share incriminating information ’ith KL 
authoritiesA

7o’ever, it maw be premature to self-report if9

4 the evidence of misconduct is not concrete or is based on speculationH

4 protections such as privilege applwH

4 the misconduct is isolated and does not signijcantlw violate KL la’s or regulationsH 
or

4 there is a lacC of clear guidance on ho’ the authorities might reactA

54 WHAT  ARE  THE  PRACTICAL  STEPS  NEEDED  TO  SELF-REPORT  TO  LAW 
ENFORCEMENT IN YOUR COUNTRY?

Phe F:1 generallw a’ards the greatest amount of cooperation credit for self-reporting if a 
companw taCes the follo’ing actions9

4 discloses all facts relevant to the ’rongdoing at issue in a timelw mannerH

4 attributes facts to specijc sources, rather than a general narrativeH

4 proactivelw, rather than reactivelw, cooperates ’ith the authoritiesH

4 identijes all individuals involved in or responsible for the misconduct at issueH

4 voluntarilw preserves, collects and discloses relevant documents and information in 
a timelw mannerH

4 deconáicts ’itness intervie’s and other investigative steps that a corporation taCes 
as part of its internal investigationH and

4 maCes corporate o.cers and emplowees ’ho possess relevant information available 
for intervie’s bw the authoritiesA

:ther government agencies follo’ similar approaches to’ards granting cooperation creditA

RESPONDING TO THE AUTHORITIES
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55 IN PRACTICE, HOW DOES A COMPANY IN YOUR COUNTRY RESPOND TO A NOTICE OR 
SUBPOENA FROM A LAW ENFORCEMENT AUTHORITY? IS IT POSSIBLE TO ENTER INTO 
DIALOGUE WITH THE AUTHORITIES TO ADDRESS THEIR CONCERNS BEFORE OR EVEN 
AFTER CHARGES ARE BROUGHT? HOW?

Kpon receiving a notice or subpoena, a companw should identifw and preserve anw possible 
responsive documentsA Phe companw should revie’ all collected information, separate anw 
privileged information and submit all collected non-privileged information to the re(uesting 
authorities in compliance ’ith the subpoenaTs re(uirementsA If the companw has (uestions 
or concerns about the scope of the subpoena, it can discuss these ’ith the issuing authoritw 
before or after criminal charges are broughtA

Phe companw maw choose to resist the notice or subpoena bw serving ’ritten obBections, 
moving to (uash or modifw the notice or subpoena, or moving for an order protecting 
conjdential, proprietarw or private informationA Phe companw maw also consider contacting 
the partw ’hose interests are adverse to the issuer of the notice or subpoena so that the 
other partw can oppose the subpoenaA

56 ARE ONGOING AUTHORITY INVESTIGATIONS SUBJECT TO CHALLENGE BEFORE THE 
COURTS?

%esA If a companw believes government authorities are overstepping their boundaries, it maw 
turn to the courts to seeC reliefA •or instance, the companw maw seeC a protective order 
limiting the availabilitw or disclosure of evidence sought bw a subpoena or similar re(uestA 
Phe companw moving for a protective order must sho’ that the re(uested disclosure ’ould 
be undulw annowing, embarrassing, burdensome, expensive or oppressiveA

Limilarlw, the companw maw move to (uash a subpoena ’hen it can sho’ that the subpoena9 
does not allo’ the companw enough time to complwH re(uires uncompensated travel bewond 
a certain permitted distanceH re(uires the disclosure of privileged or conjdential informationH 
or is other’ise an undue burden to the companwA

57 IN THE EVENT THAT AUTHORITIES IN YOUR COUNTRY AND ONE OR MORE OTHER 
COUNTRIES ISSUE SEPARATE NOTICES OR SUBPOENAS REGARDING THE SAME FACTS 
OR ALLEGATIONS, HOW SHOULD THE COMPANY APPROACH THIS?

y companw receiving separate notices or subpoenas should address each one independentlw 
to ensure compliance ’ith each re(uesting authoritwTs re(uirements, especiallw if the notices 
or subpoenas differA

KL la’ imposes some limits on foreign governments seeCing to access KL-held informationA 
Phe Ltored 0ommunications yct of ;3YM )L0y2, for example, blocCs foreign government 
access to KL-held stored communicationsA Lpecijcallw, it protects the privacw of stored 
electronic communications, as ’ell as anw other records service providers maintain about 
their subscribersA Pherefore, communication providers cannot complw ’ith production 
orders from other countries if those orders seeC communication data located in the Knited 
Ltates or held bw a KL companwA Phus, foreign authorities ’ould have a more limited reach 
’hen it comes to a companwTs KL-held informationA

58 IF A NOTICE OR SUBPOENA FROM THE AUTHORITIES IN YOUR COUNTRY SEEKS 
PRODUCTION OF MATERIAL RELATING TO A PARTICULAR MATTER THAT CROSSES 
BORDERS, MUST THE COMPANY SEARCH FOR AND PRODUCE MATERIAL IN OTHER 
COUNTRIES TO SATISFY THE REQUEST? WHAT ARE THE DIFFICULTIES IN THAT 
REGARD?
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Phe recipient of a notice or subpoena in the Knited Ltates is re(uired to produce all 
responsive documents ’ithin its possession, custodw or controlA Phere is no exception for 
documents located outside the Knited Ltates, and courts have routinelw compelled recipients 
of subpoenas to produce documents held in other countriesA yccordinglw, if a subpoena 
seeCs a document located in another countrw, and that document is ’ithin the subpoena 
recipientTs possession, custodw or control, the recipient must produce that documentA

Lome di.culties in complwing ’ith a subpoena that seeCs material located abroad include 
the possibilitw that producing documents held in a foreign Burisdiction maw be illegal under 
that BurisdictionTs la’sA Fespite this possibilitw, KL federal courts tend not to maCe exceptions 
and still re(uire disclosureA

59 DOES LAW ENFORCEMENT IN YOUR COUNTRY ROUTINELY SHARE INFORMATION 
OR INVESTIGATIVE MATERIALS WITH LAW ENFORCEMENT IN OTHER COUNTRIES? 
WHAT FRAMEWORK IS IN PLACE IN YOUR COUNTRY FOR COOPERATION WITH FOREIGN 
AUTHORITIES?

Po avoid the slo’ and unreliable diplomatic process under letters rogatorw, the Knited Ltates 
has established an zqyP frame’orC bet’een it and other countriesA Vach treatw has the 
force of la’ and dejnes the countriesT obligation to provide assistance, the scope of the 
assistance and the contents of a re(uest under the treatwA kecause each treatw is uni(ue 
to a particular countrw, each one contains different standards and re(uirementsA In addition 
to zqyPs, some extradition treaties and tax treaties also contain mutual legal assistance 
provisionsA

ydditionallw, ;Y KL0 section §8;6, often referred to as the •oreign Vvidence Re(uest 
V.ciencw yct of 6EE3, provides a legal frame’orC for KL federal courts to assist in gathering 
evidence for use in foreign criminal proceedingsA Knder this statute, KL district courts have 
the authoritw to issue orders necessarw to execute re(uests from foreign authoritiesA Phis can 
include orders to compel testimonw, produce documents or conduct searches and sei”uresA

60 DO  LAW  ENFORCEMENT  AUTHORITIES  IN  YOUR  COUNTRY  HAVE  ANY 
CONFIDENTIALITY OBLIGATIONS IN RELATION TO INFORMATION RECEIVED DURING AN 
INVESTIGATION OR ONWARD DISCLOSURE AND USE OF THAT INFORMATION BY THIRD 
PARTIES?

Po complw ’ith the KL Urivacw yct of ;3?5, federal la’ enforcement should not disseminate 
personal information and must taCe precautions to Ceep that information conjdentialA Phe 
Urivacw yct, ho’ever, does not protect information ac(uired from Nnon-recordD sources, such 
as observation, emails and the rumour millA

ylso, privileged material disclosed pursuant to a subpoena remains protected and cannot 
be disclosed bw la’ enforcement authorities in most circumstancesA Kpon discoverw of 
disclosure, the disclosing partw must contact the recipient and notifw it of the claim of 
privilege or protection, as ’ell as the basis for that claimA Phe recipient, after being notijed, 
must taCe steps to promptlw return, se(uester or destrow the information and its copies, and 
maw not disclose or use the information until the claim of privilege is resolvedA If the recipient 
disclosed the information prior to being notijed, it must taCe reasonable steps to retrieve it 
and promptlw present it under seal to the courtA

61 HOW WOULD YOU ADVISE A COMPANY THAT HAS RECEIVED A REQUEST FROM 
A LAW ENFORCEMENT AUTHORITY IN YOUR COUNTRY SEEKING DOCUMENTS FROM 
ANOTHER COUNTRY, WHERE PRODUCTION WOULD VIOLATE THE LAWS OF THAT OTHER 
COUNTRY?
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Generallw, a companw in this situation should jrst identifw ’hether the solicited documents 
or information even exist, and ’hether their mere possession under foreign la’ re(uires 
their immediate destruction such that the evidence no longer exists and can no longer be 
compelledA :ther’ise, a companw maw jle ’ritten obBections to the subpoena or move to 
(uash or modifw itA 0ourts have held that violation of a foreign la’ is an insu.cient reason 
for failing to complw ’ith an other’ise valid subpoena issued bw a KL courtA Phis leaves the 
partw receiving a subpoena re(uesting a foreign document ’ith a di.cult choice bet’een 
facing contempt of court or other sanctions for failing to complw ’ith the subpoena or facing 
penalties in a foreign Burisdiction for illegallw producing a documentA

KL courts consider several factors ’hen deciding ’hether to compel compliance ’ith 
a subpoena for documents located abroadA Phese factors include the importance of the 
documents to the investigation or litigation, the specijcitw of the re(uest, ’hether the 
information originated in the Knited Ltates, the availabilitw of alternative ’aws to obtain the 
information and ’hether non-compliance ’ould harm KL interests or compliance ’ould 
harm the interests of the countrw in ’hich the information is locatedA

In this context, KL courts often re(uire the recipient of the subpoena to maCe a good-faith 
effort to obtain permission from the foreign authorities to disclose the documentA If the 
recipient fails to produce the re(uested document despite a good-faith effort to obtain 
permission, courts ’ill generallw not impose sanctions or other penaltiesA

62 DOES YOUR COUNTRY HAVE SECRECY OR BLOCKING STATUTES? WHAT RELATED 
ISSUES ARISE FROM COMPLIANCE WITH A NOTICE OR SUBPOENA?

KL  la’  maw  establish  limits  on  foreign  governments  seeCing  to  access  KL-held 
informationA Phe L0y, for example, blocCs foreign government access to KL-held stored 
communicationsA Pherefore, communication providers cannot complw ’ith production 
orders from other countries if those orders seeC content data located in the Knited Ltates 
or held bw a KL companwA qiCe’ise, ’arrants issued pursuant to the L0y can onlw reach 
communications located in the Knited LtatesA

63 WHAT  ARE  THE  RISKS  IN  VOLUNTARY  PRODUCTION  VERSUS  COMPELLED 
PRODUCTION OF MATERIAL TO AUTHORITIES IN YOUR COUNTRY? IS THIS MATERIAL 
DISCOVERABLE BY THIRD PARTIES? IS THERE ANY CONFIDENTIALITY ATTACHED TO 
PRODUCTIONS TO LAW ENFORCEMENT IN YOUR COUNTRY?

0onjdentialitw generallw attaches to compelled disclosures as long as the disclosing 
partw maCes a claim of privilegeA Limilarlw, companies maw re(uest that their information 
remains conjdential under the •reedom of Information yct of ;3MMA 7o’ever, companies 
should assume that all information provided to the government ’ill liCelw become public 
and discoverable at some pointA :nce made public, third parties maw freelw discover the 
informationA yccordinglw, companies seeCing to protect particularlw sensitive information 
should attempt to obtain a protective order or  a conjdentialitw  agreement ’ith the 
government to minimise the risC of future disclosureA

PROSECUTION AND PENALTIES

64 WHAT TYPES OF PENALTIES MAY COMPANIES OR THEIR DIRECTORS, OFFICERS OR 
EMPLOYEES FACE FOR MISCONDUCT IN YOUR COUNTRY?

0ompanies and their directors, o.cers or emplowees maw face signijcant penalties for 
misconduct, including criminal jnes, disgorgement, restitution and forfeitureA Individuals 
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maw also face imprisonment, depending on the nature of the offenceA 0ivil liabilitw maw also 
arise in addition to governmental jnes and criminal sanctionsA y corporation convicted of 
criminal misconduct maw be subBect to substantial jnes, re(uired to forfeit the proceeds 
of its crimes, disgorge anw projts obtained and face signijcant collateral conse(uencesA 
Phese maw include suspension or debarment from federal  government contracting, 
cross-debarment bw multilateral development banCs, and suspension or revocation of export 
privilegesA In certain cases, federal courts maw appoint a monitor to oversee the corporationTs 
operations during a term of probation or prohibit the companw from operating in the Knited 
Ltates for a dejned periodA

65 WHERE THERE IS A RISK OF A CORPORATE’S SUSPENSION, DEBARMENT OR OTHER 
RESTRICTIONS ON CONTINUING BUSINESS IN YOUR COUNTRY, WHAT OPTIONS OR 
RESTRICTIONS APPLY TO A CORPORATE WANTING TO SETTLE IN ANOTHER COUNTRY?

Luspension or debarment results in a companw temporarilw losing the right to conduct 
business ’ith the federal government and government contractorsA –hile there is no 
restriction for a companw facing suspension or debarment to relocate to another countrw, 
the companwTs name ’ill  remain published as ineligible on the KL General Lervices 
ydministrationTs Lwstem for y’ard zanagement ’ebsiteA ylso, the companwTs ties to other 
entities doing business ’ith the federal government ’ill be closelw scrutinised and could be 
impaired, even if the companw moves abroadA

y companw seeCing to move abroad ’hen there is a risC of suspension, debarment or other 
restrictions should attempt to voluntarilw self-disclose its potential misconduct or settle or 
other’ise resolve its issues ’ith KL authorities prior to relocatingA •ailing to do so could 
result in KL authorities sharing information ’ith foreign authorities or the foreign authoritiesT 
independent discoverw of the companwTs misconductA Phis could lead to negative legal 
conse(uences in the countrw to ’hich the companw ’ishes to relocateA

66 WHAT  DO  THE  AUTHORITIES  IN  YOUR  COUNTRY  CONSIDER  WHEN  FIXING 
PENALTIES?

yt the federal level, courts determine criminal penalties based on the •ederal Lentencing 
Guidelines, ’hich are non-binding rules established bw the KL Lentencing 0ommission 
in an attempt to unifw sentencing policw and decisionsA Phese Guidelines aim to ensure 
consistencw bw considering both the subBective guilt of the defendant and the actual 
harm caused bw the crimeA –hile the Guidelines are not mandatorw, federal Budges must 
consider them ’hen deciding a criminal defendantTs sentenceA yccordinglw, ’hen a Budge 
determines ’ithin their discretion to depart from the Guidelines, thew must explain ’hat 
factors ’arranted the increased or decreased sentenceA

yccording to an :ctober 6E68 report bw Good 1obs •irst, penalties for corporate misconduct 
in the Knited Ltates have been rapidlw increasing, highlighting a cumulative total of more than 
KL/; trillion in penalties across ?EE,EEE corporate misconduct casesA

RESOLUTION AND SETTLEMENTS SHORT OF TRIAL

67 ARE NON-PROSECUTION AGREEMENTS OR DEFERRED PROSECUTION AGREEMENTS 
AVAILABLE IN YOUR JURISDICTION FOR CORPORATIONS?

•ormal and informal JUys and FUys exist in the Knited LtatesA In exchange for the 
governmentTs agreement not to prosecute, or to delaw prosecution, both JUys and FUys 
generallw re(uire companies to undertaCe a number of measures, including disgorging funds, 
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pawing a penaltw, ’aiving a statute of limitations, cooperating ’ith government actions, 
admitting to the relevant facts and initiating remedial efforts )’hich sometimes includes a 
corporate compliance monitor2A

In the case of JUys, ’hich are not jled in court, the government agrees not to criminallw 
charge a companwA If a companw breaches the terms of an JUy, the prosecutor maw charge 
the companw and initiate prosecution as normalA Knder a FUy, the government jles a 
charging document ’ith the court and simultaneouslw re(uests that the prosecution be 
postponed for the purpose of allo’ing the target of the investigation to demonstrate good 
conductA If the defendant complies ’ith the FUy, the government moves to dismiss the 
criminal charges or civil enforcement actionA

In general, JUys and FUys are fre(uentlw used in the Knited Ltates, ’ith their use increasing 
in proportion to the rise in enforcement actions against corporationsA Phese agreements 
are advantageous because thew are more e.cient than litigation, offer the parties greater 
áexibilitw in resolving complex issues and are generallw preferred bw corporations over 
criminal prosecution, ’hich can potentiallw lead to a companwTs do’nfallA 7o’ever, these 
agreements are also criticised for being too lenient on criminal behaviourA

68 DOES  YOUR  JURISDICTION  PROVIDE  FOR  REPORTING  RESTRICTIONS  OR 
ANONYMITY FOR CORPORATES THAT HAVE ENTERED INTO NON-PROSECUTION 
AGREEMENTS OR DEFERRED PROSECUTION AGREEMENTS UNTIL THE CONCLUSION 
OF CRIMINAL PROCEEDINGS IN RELATION TO CONNECTED INDIVIDUALS TO ENSURE 
FAIRNESS IN THOSE PROCEEDINGS?

JUys are not public unless the prosecutor ’ishes to maCe the results of the investigation 
public or the companw subBect to the JUy is re(uired to disclose the agreementA :n the other 
hand, FUys are jled ’ith a court so thew are usuallw public and do not provide a companw 
’ith anonwmitwA Jevertheless, prosecutors tend to acCno’ledge that reports generated 
during the term of an JUy or FUy ’ill liCelw include conjdential business information, public 
disclosure of ’hich could discourage the companw from cooperating ’ith the governmentA

69 PRIOR TO ANY SETTLEMENT WITH A LAW ENFORCEMENT AUTHORITY IN YOUR 
COUNTRY, WHAT CONSIDERATIONS SHOULD COMPANIES BE AWARE OF?

Lettling ’ith a la’ enforcement agencw ’ill usuallw result in a public announcement of the 
settlement and its termsA zoreover, ’hile a companw maw settle ’ith KL authorities, its 
misconduct maw extend bewond the borders of the Knited LtatesA yccordinglw, as a result of 
the settlement ’ith the federal government, foreign authorities maw discover the companwTs 
misconduct and seeC to prosecute the companw independentlwA Ltate governments and 
private parties are not bound bw a settlement, ’hich maw expose the companw to further 
legal actionsA •urthermore, a settlement is often not ’ithout conse(uences for the companw 
or its o.cers, and it maw still result in signijcant penalties, including jnes, suspension and 
debarmentA

70 TO WHAT EXTENT DO LAW ENFORCEMENT AUTHORITIES IN YOUR COUNTRY USE 
EXTERNAL CORPORATE COMPLIANCE MONITORS AS AN ENFORCEMENT TOOL?

KL authorities often relw on corporate compliance monitorship to ensure compliance ’ith 
government re(uirementsA 0ompanies entering into JUys, FUys and other settlement 
agreements have increasinglw been re(uired to incorporate an external compliance monitor 
to oversee their probationarw periodA –hile originallw used primarilw bw the LV0 and the F:1, 

United States: sanctions, whistleblowers and AI drive
corporate investigations agenda Vxplore on GIR

https://globalinvestigationsreview.com/guide/the-practitioners-guide-global-investigations/2027/article/united-states-sanctions-whistleblowers-and-ai-drive-corporate-investigations-agenda?utm_source=GIR&utm_medium=pdf&utm_campaign=The+Practitioner%E2%80%99s+Guide+to+Global+Investigations+-+Eleventh+Edition


 RETURN TO SUMMARY

manw other government agencies have adopted the use of compliance monitors, including 
the •P0, the Vnvironmental Urotection ygencw and the •ood and Frug ydministrationA

71 ARE PARALLEL PRIVATE ACTIONS ALLOWED? MAY PRIVATE PLAINTIFFS GAIN 
ACCESS TO THE AUTHORITIES’ FILES?

Uarallel actions are generallw allo’ed in the Knited Ltates, and civil cases are often jled 
and carried out simultaneouslw ’ith the governmentTs criminal prosecution of the same 
defendantA 7o’ever, criminal cases usuallw taCe prioritw over parallel civil cases, and a court 
maw order a staw of the parallel civil case if necessarwA

Urivate plaintiffs maw not gain access to the authoritiesT jles directlw, although thew maw gain 
access to some materials indirectlw bw using subpoenas against the defendant companw, 
revie’ing the public docCet of the criminal case or jling a freedom of information re(uest 
’ith the governmentA

PUBLICITY AND REPUTATIONAL ISSUES

72 OUTLINE THE LAW IN YOUR COUNTRY SURROUNDING PUBLICITY OF CRIMINAL 
CASES AT THE INVESTIGATORY STAGE AND ONCE A CASE IS BEFORE A COURT.

yt the investigatorw stage, publicitw of the criminal case maw be limited as a matter occurring 
before a grand BurwA Phe unauthorised disclosure of grand Burw information maw be punished 
pursuant to a district courtTs contempt po’ersA If an individual discloses grand Burw material 
’ith the intent to obstruct an ongoing investigation, thew maw be prosecuted for obstruction 
of BusticeA In addition, an individual ’ho improperlw disseminates grand Burw materials maw 
be prosecuted for the theft of government propertwA

:nce a case is before a court, proceedings are generallw publicA 7o’ever, certain court jlings 
that include conjdential information must be redacted or made under sealA ylso, la’wers on 
both sides of the case must generallw refrain from commenting on the case in a manner 
liCelw to preBudice the proceedingA y district court maw partiallw limit the publicTs access to 
the case if the court determines that a partw is liCelw to suffer irreparable inBurw if access to 
the proceedings is not limitedA

73 WHAT STEPS DO YOU TAKE TO MANAGE CORPORATE COMMUNICATIONS IN YOUR 
COUNTRY? IS IT COMMON FOR COMPANIES TO USE A PUBLIC RELATIONS FIRM TO 
MANAGE A CORPORATE CRISIS IN YOUR COUNTRY?

KL companies often use public relations jrms to address corporate crisesA 7o’ever, it is 
advisable for a companw to have legal counsel revie’ and approve its communications prior 
to publication to ensure it complies ’ith applicable la’ and does not expose itself to potential 
civil or criminal liabilitwA y companw should also put in place strict communication guidelines 
to ensure communications limit potential liabilitw as much as possibleA

74 HOW IS PUBLICITY MANAGED WHEN THERE ARE ONGOING RELATED PROCEEDINGS?

Phe same restrictions outlined above ’ith respect to publicitw of criminal cases applwA 
yccordinglw, publicitw of the case should be Cept to a minimum ’hen there is an ongoing 
legal proceeding against the companw or its membersA If there is a need for publicitw, 
the companwTs legal counsel should revie’ and approve all communications to ensure 
compliance ’ith court and ethics rulesA

DUTY TO THE MARKET
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75 IS DISCLOSURE TO THE MARKET MANDATORY IN CIRCUMSTANCES WHERE A 
SETTLEMENT HAS BEEN AGREED BUT NOT YET MADE PUBLIC?

KL la’ generallw does not re(uire that a companw disclose settlementsA 7o’ever, securities 
la’s maw re(uire disclosure for certain issuers ’hen the settlement is material to investors 
and could ináuence their decisions or impact the companwTs jnancial condition or operating 
resultsA

ENVIRONMENTAL, SOCIAL AND CORPORATE GOVERNANCE

76 DOES YOUR COUNTRY REGULATE OR PROSECUTE ENVIRONMENTAL, SOCIAL AND 
GOVERNANCE MATTERS?

%esA Phe Knited Ltates regulates environmental, social and governance )VLG2 matters 
through federal securities la’s, industrw-specijc la’s and state-level initiatives, and 
prosecutes VLG-related conduct ’hen it rises to the level of a criminal offenceA 0riminal 
prosecution most often occurs under federal environmental la’s such as the 0lean yir yct of 
;3?E, the 0lean –ater yct of ;3?6 and the Resource 0onservation and Recoverw yct of ;3?M, 
’here Cno’ing violations can result in felonw chargesA Phe F:1Ts Vnvironment and Jatural 
Resources Fivision has recentlw brought cases involving illegal pollution, ha”ardous ’aste 
violations and falsijcation of compliance records, ’ith state prosecutors pursuing similar 
actions under their o’n environmental la’sA VLG-related enforcement is more fre(uentlw 
civil rather than criminal, particularlw under disclosure and antifraud provisionsA

In 6E65, the LV0 adopted a climate disclosure rule re(uiring public companies to report 
greenhouse gas emissions and climate risCsA 7o’ever, the rule ’as put on hold the follo’ing 
month due to ongoing litigationA In 6E68, the LV0 announced that it ’ould no longer defend 
the rule in court, effectivelw rendering it inactive ’hile legal proceedings continue, and in 
6E6M, the LV0 proposed formallw rescinding the ruleA

77 DO YOU EXPECT TO SEE ANY KEY REGULATORY OR LEGISLATIVE CHANGES EMERGE 
IN THE NEXT YEAR OR SO DESIGNED TO ADDRESS ENVIRONMENTAL, SOCIAL AND 
GOVERNANCE MATTERS, AND WHAT HAS BEEN THE RESPONSE TO ANY RECENT 
REGULATORY OR LEGISLATIVE CHANGE?

Lignijcant ne’ federal VLG regulations appear unliCelw in the short term, follo’ing the 
LV0Ts decision not to defend its climate disclosure rule in court in 6E68A Phe LV0 has since 
proposed rescinding the ruleA Phis has left the federal rule inactive ’hile litigation continues, 
leading to more reliance on state-led initiativesA Jotablw, 0aliforniaTs climate disclosure la’s 
under Lenate kills 68§ and 6M; are moving through rulemaCing, ’ith phased compliance ’ith 
Lenate kill 68§ beginning in 6E6MA :ther states are evaluating similar measures, particularlw 
on greenhouse gas emissions and climate-risC reportingA

7o’ever, federal authorities are expected to continue enforcing existing anti-fraud and 
disclosure provisions, ’hile prosecutors focus their efforts on environmental crimes 
and regulators pursue civil cases for alleged green’ashing or misstatementsA •urther, 
the resolution of  court  challenges to stocC exchange diversitw  disclosure rules and 
climate-related mandates ’ill liCelw ináuence the direction and timing of anw future federal 
VLG initiativesA

78 HAS THERE BEEN AN INCREASE IN RELATED LITIGATION, INVESTIGATIONS OR 
ENFORCEMENT ACTIVITY IN RECENT YEARS IN YOUR COUNTRY?
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%esA VLG-related litigation, investigations and enforcement activitw have increased in the 
Knited Ltates, although the current environment reáects both heightened scrutinw of 
VLG initiatives and a gro’ing Nanti-VLGD bacClashA Recent LV0 policw shifts O such as 
’ithdra’ing its defence of the 6E65 climate disclosure rule, narro’ing shareholder proposal 
eligibilitw under Rule ;5a-Y )re(uiring certain proposals in a companwTs proxw statements2 
and limiting ’hen investors maw relw on Lchedule ;§G )a simplijed o’nership report for 
passive investors2 if engaging on VLG topics O signal a less permissive stance to’ards 
VLG engagementA Limilarlw, the F:1Ts ;6 zaw 6E68 memorandum reprioritised certain 
’hite-collar enforcement to cover corporate sanctions and immigration and procurement 
fraud, potentiallw increasing VLG-linCed governance exposureA

ydditionallw, state attornews have intensijed in(uiries and initiated novel antitrust suits, 
including a pending case in the Vastern Fistrict of Pexas that alleges coordinated efforts 
bw maBor asset managers to reduce coal outputA 0ourts have issued mixed rulings in 
VLG-related cases9

4 in Craig v Target Corp, a securities suit concerning diversitw, e(uitw and inclusion 
disclosures survived dismissalH

4 in Spence v American Airlines, the court found a breach of the dutw of lowaltw under 
the Vmplowee Retirement Income Lecuritw yct of ;3?5 )VRILy2 arising from VLG 
investingH and

4 in Utah v Micone, the court upheld the Fepartment of qaborTs VLG-related VRILy ruleA

Phe Fela’are 0ourt of 0hancerw continues to debate ’hether directorsT oversight duties 
extend bewond legal compliance to business risCs, including VLGA

ANTICIPATED DEVELOPMENTS

79 DO YOU EXPECT TO SEE ANY KEY REGULATORY OR LEGISLATIVE CHANGES EMERGE 
IN THE NEXT YEAR OR SO DESIGNED TO ADDRESS CORPORATE MISCONDUCT OR THAT 
MAY BE RELEVANT TO THE INVESTIGATION OF ALLEGED CORPORATE MISCONDUCT?

%esA

Phe F:1 is expected to implement its ne’ department-’ide 0orporate Vnforcement and 
“oluntarw Lelf-Fisclosure Uolicw, issued in zarch 6E6MA Phe policw offers a presumption 
of declination to companies that voluntarilw disclose misconduct, fullw cooperate and 
appropriatelw remediate, subBect to limited aggravating circumstancesA Phis is liCelw to place 
greater pressure on companies to investigate potential misconduct promptlw and maCe earlw 
disclosure decisionsA

In parallel, •in0VJ and the federal banCing agencies have proposed a ne’ yzqQcountering 
the  jnancing  of  terrorism frame’orC  focused  on  effective,  risC-based  complianceA 
If  jnalised,  jnancial  institutions  ’ould  be  expected  to  base  their  programmes  on 
documented risC assessments, •in0VJTs national priorities, and stronger governance, 
testing  and  oversightA  •in0VJ  has  also  proposed  rules  for  the  yzq  ’histleblo’er 
programme, ’hich could increase internal reporting and government investigations, and ne’ 
yzq, customer-identijcation, suspicious-activitw-reporting and sanctions re(uirements for 
pawment stablecoin issuersA

ydditional guidance and enforcement concerning corporate use of yI is also liCelwA Phe •P0 
is considering a policw statement addressing potentiallw deceptive representations about the 
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accuracw and obBectivitw of yI swstemsA 0ompanies maw therefore face greater scrutinw of 
claims concerning yI capabilities, training data, testing, accuracw, safeguards and human 
oversightA

•inallw, updated model-risC guidance and interagencw statements encourage responsible use 
of yI, machine learning and advanced analwtics in yzq complianceA Phese developments are 
liCelw to maCe technologw governance, data (ualitw and validation increasinglw important in 
investigations of alleged corporate misconductA
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