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GENERAL CONTEXT, KEY PRINCIPLES AND HOT TOPICS

1 IDENTIFY THE HIGHEST-PROFILE CORPORATE INVESTIGATION UNDER WAY IN YOUR 
COUNTRY, DESCRIBING AND COMMENTING ON ITS MOST NOTEWORTHY ASPECTS.

Phe most prominent ongoing corporate enforcement actions in the Knited jtates are the 
national securitw in’estigations arising from the Oune 060E global resolution in’ol’ing 
Knicat yatalwst Pechnologies, BBy, its former yJW and pri’ate eLuitw ovner Dhite Meer 
Fanagement BByC yoordinated among the Kj Mepartment of Oustice kMWO2, the Preasurw 
MepartmentTs W.ce of Aoreign Hssets yontrol kWAHy2, the yommerce MepartmentTs (ureau 
of Industrw and jecuritw and Kj yustoms and (order Urotection ky(U2, the matter resulted 
in Dhite Meer recei’ing a declination after ’oluntarilw self-disclosing misconduct disco’ered 
post-acLuisitionC Nove’er, the MWO pursued a non-prosecution agreement k$UH2 vith Knicat 
and secured a guiltw plea from the former yJWC Phe combined monetarw penalties and 
forfeitures exceed Kj9V million, co’ering sanctions ’iolations in’ol’ing Iran, zene;uela, jwria 
and yubaú export control breachesú and underpawment of customs dutiesC

Phe zene;uelan component is among the most conseLuential aspects of this caseC 
Hccording to the Kj go’ernment, Knicat supplied catalwst products to Wrinoco Iron jyj, 
vhich vas ovned at the time bw the sanctioned go’ernment of zene;uelaC Phe products 
vere sourced and shipped from yhina, through both KnicatTs a.liate and third partiesC WAHy 
deemed these actions egregious, citing senior management in’ol’ement, vilfulness and the 
pro’ision of essential technologw to core sectors of zene;uelaTs sanctioned industriesC Wn 
the same daw the Knicat resolutions vere announced, the MWO also re’ealed the arrests of a 
zene;uelan national and a Kj citi;en on charges of conspiring to supplw millions of dollarsT 
vorth of catalwsts, industrial eLuipment and related ser’ices to yompleqo jiderárgico de 
Guawana jH, a zene;uelan state-ovned steel companw subqect to Kj sanctionsC

Pa)en together, the Knicat resolution and these recent arrests illustrate the MWOTs sharpened 
focus on sanctions e’asion, customs fraud and related monew laundering as high-impact 
threats to Kj national securitw and economic interestsC Phew align sLuarelw vith the MWOTs 
nevlw articulated enforcement priorities under Uresident PrumpTs second administration, 
vhich call for aggressi’e prosecution of vhite-collar crime that undermines Kj sanctions 
regimes, enables hostile state actors and distorts global trade through illicit supplw chainsC 
Phe matters also re–ect the nev administrationTs emphasis on targeting conduct that 
threatens the Kj 7nancial swstem bw facilitating transactions for cartels, transnational 
criminal organisations kPyWs2 and sanctioned foreign go’ernmentsC In this case, the focus 
is on the regime of $icol‘s Faduro 1 the sanctioned president of zene;uela vho faces Kj 
criminal charges for narco-terrorismC Wn : Hugust 060E, the Kj go’ernment announced a 
record Kj9E6 million revard for information leading to his arrest or con’ictionC

2 OUTLINE THE LEGAL FRAMEWORK FOR CORPORATE LIABILITY IN YOUR COUNTRY.

H state or federal statute vill twpicallw pro’ide the legal basis for authorities to in’estigate 
and prosecute a corporation, as vell as the vaw in vhich a corporationTs criminal liabilitw 
should be determinedC Hdditionallw, under the common lav doctrine of respondeat superior, 
a corporation maw be held liable based on the actions of its directors, o.cers, emplowees or 
other agents if those actions vere vithin the scope of the agentsT duties and bene7ted or 
sought to bene7t the corporationC
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Hccording to the MWOTs •Urinciples of Aederal Urosecution of (usiness Wrgani;ationsT, there 
are 44 factors that federal prosecutors should consider in deciding vhether to criminallw 
charge a corporation§

8 the nature and seriousness of the offenceú

8 the per’asi’eness of vrongdoing vithin the corporationú

8 the corporationTs historw of similar misconductú

8 the corporationTs villingness to cooperateú

8 the adeLuacw and effecti’eness of the corporationTs compliance programme at the 
time of the offence, as vell as at the time of a charging or resolution decisionú

8 the corporationTs timelw and ’oluntarw disclosure of vrongdoingú

8 the corporationTs remedial actionsú

8 collateral conseLuencesú

8 the adeLuacw of remedies, such as ci’il or regulatorw enforcement actionsú

8 the adeLuacw of the prosecution of indi’iduals responsible for the corporationTs 
malfeasanceú and

8 the interest of anw ’ictimsC

3 WHICH  LAW  ENFORCEMENT  AUTHORITIES  PROSECUTE  (OR  REGULATE) 
CORPORATIONS? HOW IS JURISDICTION BETWEEN THE AUTHORITIES ALLOCATED? DO 
THE AUTHORITIES HAVE POLICIES OR PROTOCOLS RELATING TO THE PROSECUTION 
OF CORPORATIONS?

Ht the federal le’el, the primarw federal agencw responsible for enforcing federal lavs, 
including criminal lavs applicable to corporations, is the MWO, vhich includes the Kj 
HttornewTs W.ce in each federal districtC

zarious lav enforcement agencies maw in’estigate corporations in coordination vith the 
MWO, each vith speci7c qurisdiction based on the nature of the potential vrongdoing and 
industrw in’ol’ed in the caseC Phe allocation of the qurisdiction among these authorities is 
de7ned bw each agencwTs statutorw and regulatorw framevor)sC Phese agencies include§

8 the Aederal (ureau of In’estigation kA(I2, vhich in’estigates a vide range of criminal, 
counterintelligence and national securitw mattersú

8 the Mrug Jnforcement Hdministration kMJH2, vhich in’estigates ’iolations of Kj 
controlled substances lavsú

8 the jecurities and Jxchange yommission kjJy2, vhich, through its Jnforcement 
Mi’ision, in’estigates possible ’iolations of federal securities lavs and the regulations 
promulgated thereunderú

8 the Aederal Prade yommission kAPy2, vhich conducts in’estigations of potential 
’iolations of the APy Hct of 4V43, such as unfair or decepti’e acts or practices, fraud, 
scams, identitw theft, false ad’ertising and pri’acw ’iolationsú

8 the Kj Mepartment  of  the PreasurwTs  Ainancial  yrimes Jnforcement  $etvor) 
kAinyJ$2, vhich recei’es, analwses and disseminates 7nancial transactions data for 
lav enforcement purposesú
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8 the Mepartment of Nomeland jecuritw, vhich, through di’isions such as Nomeland 
jecuritw In’estigations, Kj Immigration and yustoms Jnforcement and the y(U, 
in’estigates crimes relating to cross-border criminal acti’ities that threaten the KjTs 
securitwú

8 WAHy, vhich administers and enforces economic sanctions against targeted foreign 
countries, entities and indi’iduals to further Kj foreign policw and national securitwú 
and

8 other agencies that in’estigate 7nancial crime, including the Kj jecret jer’ice and 
the Internal Re’enue jer’iceTs kIRj2 yriminal In’estigationC

Ht the federal le’el,  corporations maw be subqect to regulation bw different agencies 
depending on their industrw, business acti’ities and the lavs that applw to themC Regulatorw 
bodies include, but are not limited to, the jJy for securities mar)ets and public companw 
disclosures, the yommoditw Autures Prading yommission kyAPy2 for deri’ati’es, AinyJ$ 
and federal ban)ing regulators such as the W.ce of the yomptroller of the yurrencw 
and the Aederal Reser’e for 7nancial compliance, the APy for consumer protection and 
competition, the yonsumer Ainancial Urotection (ureau for 7nancial products and ser’ices, 
the Mepartment of Babor and Wccupational jafetw and Nealth Hdministration kWjNH2 for 
vor)place standards and the IRj for tax complianceC

4 WHAT GROUNDS MUST THE AUTHORITIES HAVE TO INITIATE AN INVESTIGATION? IS 
A CERTAIN THRESHOLD OF SUSPICION NECESSARY TO TRIGGER AN INVESTIGATION?

Hn in’estigation is usuallw initiated vhen a go’ernment agencw recei’es credible information 
reporting an acti’itw that ’iolates federal or state lavs or regulationsC Phis information maw 
come from a human source ksuch as the ’ictim, a vitness or an informant2, a vritten 
report ksuch as a suspicious acti’itw report2, a reLuest made bw a foreign go’ernment 
or a Kj member of yongress, or from publiclw a’ailable sourcesC H common method to 
compel information is for the Kj go’ernment to re’o)e the Kj ’isa of the subqects of a 
criminal in’estigation, vhich incenti’ises the rele’ant person to come forvard and enLuire 
or cooperate vith lav enforcement authoritiesC

5 HOW CAN THE LAWFULNESS OR SCOPE OF A NOTICE OR SUBPOENA FROM AN 
AUTHORITY BE CHALLENGED IN YOUR COUNTRY?

Phe process to challenge a notice or subpoena from an authoritw is ’erw broad and it can 
’arw depending on the twpe of authoritw issuing the notice or subpoena, or the ci’il or criminal 
nature of the notice or subpoenaC Wne vaw to challenge the lavfulness or scope of a notice or 
subpoena is through a motion to Luash or modifw, suggesting lac) of qurisdiction because of 
the extraterritorial nature of the subpoenaC jimilarlw, a motion to Luash or modifw a subpoena 
can be 7led before the court vith the purpose of challenging legal su.ciencw or ’aliditw of 
the subpoena in LuestionC

If a motion to Luash or modifw is denied, a partw maw ha’e to complw vith the subpoenaC 
Nove’er, if compliance vith the subpoena maw result in the disclosure of sensiti’e or 
con7dential information, a motion for a protecti’e order can be 7led vith the court to limit 
the use or disclosure of the informationC

6 DOES YOUR COUNTRY MAKE USE OF COOPERATIVE AGREEMENTS GIVING IMMUNITY 
OR LENIENCY TO INDIVIDUALS WHO ASSIST OR COOPERATE WITH AUTHORITIES?
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Kj prosecutors often resol’e 7nancial crime cases through $UHs and deferred prosecution 
agreements kMUHs2C Knder these agreements, the MWO maw agree not to prosecute the target 
of the in’estigation if the target agrees to cooperate vith the go’ernment and to implement 
remedial or compliance measuresC Phe defendantTs cooperation vith the go’ernment maw 
also be reLuired under a plea agreement vherebw the defendant accepts all or some of the 
criminal charges in exchange for the go’ernmentTs§

8 agreement not to bring certain criminal chargesú

8 recommendation or agreement not to oppose the defendantTs reLuest that a sentence 
or sentencing range is appropriateú or

8 agreement that a speci7c sentence or sentencing range is the appropriate disposition 
of the caseC

Aurthermore, during a criminal in’estigation, the go’ernment maw extend an agreement 
vherein, in exchange for an indi’idualTs testimonw, it commits to refraining from prosecuting 
the  vitness  for  the  offences  pertinent  to  their  testimonw  ktransactional  immunitw2C 
Hlternati’elw, the go’ernment maw agree not to utilise the vitnessTs testimonw against them in 
a prosecution, except in circumstances in’ol’ing perqurw or the pro’ision of false statements 
in subseLuent proceedings kuse immunitw2C

7 WHAT ARE  THE  TOP  PRIORITIES  FOR  YOUR  COUNTRY’S  LAW  ENFORCEMENT 
AUTHORITIES?

Hccording to recent MWO guidance, Kj lav enforcement authorities prioritise in’estigating 
and prosecuting vhite-collar crimes in 46 high-impact areas§

8 vaste, fraud and abuse in go’ernment programmes kincluding healthcare and 
procurement fraud2ú

8 trade and customs fraud, including tariff e’asionú

8 fraud in’ol’ing ’ariable interest entities and related mar)et manipulation schemesú

8 fraud harming Kj in’estors, indi’iduals and mar)ets, such as Uon;i schemes, 
in’estment fraud and elder fraudú

8 conduct threatening national securitw, including sanctions ’iolations and facilitation 
bw 7nancial institutions or insidersú

8 material support bw corporations to foreign terrorist organisations kAPWs2, including 
designated cartels and PyWsú

8 complex  monew  laundering,  including  acti’itw  bw  yhinese  monew  laundering 
organisationsú

8 ’iolations of Kj drug lavs, including the manufacture and distribution of fentanwl 
precursors and unlavful opioid distributionú

8 briberw and associated monew laundering affecting Kj national interestsú and

8 certain digital asset-related crimesC

yases in’ol’ing signi7cant ’ictim impact, senior-le’el culpable actors, demonstrable loss, 
obstruction of qustice or lin)s to cartels, terrorist groups, drug monew laundering or sanctions 
e’asion recei’e the highest prioritw, and prosecutors are directed to sei;e criminal proceeds 
and, vhere authorised, use forfeited assets to compensate ’ictimsC
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Phese priorities align vith broader Kj national securitw effortsC Wn 06 Oanuarw 060E, in 
response to the escalating threat from six maqor Fexico-based drug cartels, a yentral 
Hmerican cartel kFara jal’atrucha2 and a zene;uelan cartel kPren de Hragua2, Uresident 
Prump declared a national emergencw at the southvest border and issued Jxecuti’e Wrder 
kJW2 434E:, •Mesignating yartels and Wther Wrgani;ations as Aoreign Perrorist Wrgani;ations 
and jpeciallw Mesignated Global PerroristsTC JW 434E: authorises the designation of these 
cartels and other entities as APWsC It recognises that these cartels and other PyWs present 
•an unusual and extraordinarw threat to the national securitw, foreign policw, and economw of 
the Knited jtatesT and sets Kj policw to ensure their total eliminationC

8 TO WHAT EXTENT DO LAW ENFORCEMENT AUTHORITIES IN YOUR JURISDICTION 
PLACE IMPORTANCE ON A CORPORATION HAVING AN EFFECTIVE COMPLIANCE 
PROGRAMME? WHAT GUIDANCE EXISTS (IN THE FORM OF OFFICIAL GUIDANCE, 
SPEECHES OR CASE LAW) ON WHAT CONSTITUTES AN EFFECTIVE COMPLIANCE 
PROGRAMME?

Jach go’ernment agencw pro’ides o.cial guidance on vhat ma)es an effecti’e compliance 
programmeC Phere is a heightened push from Kj lav enforcement to e’aluate vhether a 
companw has used a •ris)-based approachT to design, implement and periodicallw update 
its compliance programmesC Hccordinglw, the compliance programme of each organisation 
should be different and tailored to the companwTs industrw, products and clients, as vell as to 
the ris)s associated vith the qurisdictions in vhich the companw has operationsC W’erall, Kj 
authorities expect organisations to de’elop the folloving essential and base components of 
compliance§

8 management commitment§ ensuring senior management commit to the companwTs 
compliance vith Kj lavú

8 ris) assessment§ conducting freLuent ris) assessments to identifw and mitigate 
speci7c ris)sú

8 internal controls§ de’eloping and deplowing policies and procedures to identifw, 
interdict, escalate, report and maintain records pertaining to acti’itw prohibited bw Kj 
lavú

8 testing and audit§ identifwing and correcting vea)nesses and de7cienciesú and

8 training§ ensuring all rele’ant personnel are pro’ided vith tailored training on the 
pertinent Kj lavC

Sew Kj authorities ha’e issued guidance on vhat constitutes an effecti’e compliance 
programme, including, but not limited to the folloving§

8 Kj jentencing Guidelines YL(0C4,  vhich outlines se’en core elements of  an 
effecti’e compliance and ethics programme, including ris) assessment, policies and 
procedures, due diligence in delegation of authoritw, training, monitoring and auditing, 
enforcement and continuous impro’ementú

8 the MWO, through its J’aluation of yorporate yompliance Urograms and Urinciples of 
Aederal Urosecution of (usiness Wrgani;ations, pro’ides prosecutors vith factors to 
assess a programmeTs design, application and effecti’eness in practiceú

8 the Aederal Ainancial Institutions Jxamination youncil publishes manuals and 
guidance for ban)s and other 7nancial institutions on compliance ris) management, 
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including compliance programmes concerning the (an) jecrecw Hct of 4V:6 k(jH2 
and anti-monew laundering kHFB2ú and

8 WAHy,  through  its  Aramevor)  for  WAHy  yompliance  yommitments,  sets  out 
essential components of a sanctions compliance programme, emphasising senior 
management commitment, ris) assessment, internal controls, testing and auditing, 
and trainingC

CYBER-RELATED ISSUES

9 DOES YOUR COUNTRY REGULATE CYBERSECURITY? DESCRIBE THE APPROACH OF 
LOCAL LAW ENFORCEMENT AUTHORITIES TO CYBERSECURITY-RELATED FAILINGS.

Phe Knited jtates regulates cwbersecuritw through a combination of federal and state lavs, 
as vell as industrw-speci7c reLuirementsC Phe ywbersecuritw Information jharing Hct of 064E 
continues to go’ern the sharing of threat indicators betveen public and pri’ate entities vith 
safeguards for personal informationC JW 4360L, issued in Faw 0604, remains a )ew directi’e 
for strengthening federal cwbersecuritw, enhancing threat information sharing and setting 
higher securitw standards for go’ernment swstemsC Fore recentlw, JWs 43433 and 43M65 
expanded federal efforts to secure softvare supplw chains and strengthen ’endor o’ersightC

Phe Kj go’ernment also continues to vor) on the implementation of the ywber Incident 
Reporting for yritical Infrastructure Hct of 0600, vith the ywbersecuritw and Infrastructure 
jecuritw Hgencw expected to 7nalise rules this wear reLuiring most co’ered entities to 
report Lualifwing cwber incidents vithin :0 hours and ransom pawments vithin 03 hoursC 
Phe jJy nov reLuires public companies to disclose material cwber incidents and describe 
ris) management and go’ernance practices in annual reportsC Wther regulators, such as 
the $ev Nor) Mepartment of Ainancial jer’ices and the APy, ha’e updated their ovn 
cwbersecuritw rules to impose stricter controls and breach noti7cation obligationsC Hgencies 
including the MWO, A(I, APy, jJy and the W.ce for yi’il Rights in’estigate and enforce 
cwbersecuritw failings, often focusing on inadeLuate controls, misleading statements and 
delawed reportingC

10 DOES YOUR COUNTRY PROSECUTE CYBERCRIME? WHAT IS THE APPROACH OF LAW 
ENFORCEMENT AUTHORITIES IN YOUR COUNTRY TO CYBERCRIME?

NesC Phe MWO prosecutes cwbercrime through federal lavs such as the yomputer Araud and 
Hbuse Hct of 4VL5, as vell as vire fraud lavs, ban) fraud lavs and monew laundering lavsC 
In these prosecutions, federal authorities utilise a combination of criminal charges, asset 
sei;ures, arrests and economic sanctions, and ha’e targeted prominent ransomvare groups 
and criminal infrastructures in coordinated operationsC Aor example, the Knited jtates, along 
vith international partners, recentlw disrupted the Boc)(it ransomvare enterprise, brought 
charges against a suspected Boc)(it de’eloper and dismantled the V44 jE botnet that 
facilitated videspread fraudC Rele’antlw, the A(ITs Internet yrime yomplaint yenter reported 
losses exceeding Kj945 billion in 0603, re–ecting sustained grovth in cwber-enabled fraudC

Hdditionallw, WAHy has implemented a cwber-related sanctions programme to address the 
threat to Kj national securitw and the Kj economw caused bw the increasing pre’alence 
and se’eritw of malicious cwber-enabled acti’ities originating from, or directed bw, persons 
located outside of the Knited jtatesC WAHy has also imposed economic sanctions on a 
number of indi’iduals and companies for their roles in cwber operations against the KjC 

United States: fresh legislation targets corporate crime
and incentivises compliance Jxplore on GIR

https://globalinvestigationsreview.com/guide/the-practitioners-guide-global-investigations/2026/article/united-states-fresh-legislation-targets-corporate-crime-and-incentivises-compliance?utm_source=GIR&utm_medium=pdf&utm_campaign=The+Practitioner%E2%80%99s+Guide+to+Global+Investigations+-+Tenth+Edition


 RETURN TO SUMMARY

Phe KjTs current approach to cwbercrime speci7callw prioritises ransomvare, cwber-enabled 
7nancial crime and misuse of crwptocurrencw and other ’irtual assetsC

CROSS-BORDER ISSUES AND FOREIGN AUTHORITIES

11 DOES LOCAL CRIMINAL LAW HAVE GENERAL EXTRATERRITORIAL EFFECT? TO THE 
EXTENT THAT EXTRATERRITORIAL EFFECT IS LIMITED TO SPECIFIC OFFENCES, GIVE 
DETAILS.

Kj criminal lav does not ha’e general extraterritorial effectú it ordinarilw applies onlw 
to conduct vithin Kj territorwC Nove’er, certain federal statutes extend qurisdiction to 
conduct abroad, particularlw in cases in’ol’ing terrorism, drug and human tra.c)ing, and 
foreign corruptionC Aor example, in 060E, Uresident Prump issued JW 434E: authorising the 
designation of drug cartels as APWs or speciallw designated global terrorists kjMGPs2C Phe 
jtate Mepartment subseLuentlw designated eight cartels and other PyWs as APWs, bringing 
them vithin the scope of the extraterritorial •material supportT statutes k4L Knited jtates 
yode kKjy2 jections 0MMVH to 0MMV(2, vhich criminalise pro’iding funds, goods or other 
forms of assistance to APWs e’en vhen rele’ant conduct occurs outside the Knited jtatesC

12 DESCRIBE  THE  PRINCIPAL  CHALLENGES  THAT  ARISE  IN  YOUR  COUNTRY 
IN CROSS-BORDER INVESTIGATIONS,  AND EXPLAIN WHETHER AND HOW SUCH 
CHALLENGES DEPEND ON THE OTHER COUNTRIES INVOLVED.

yross-border in’estigations present a complex arraw of challenges, particularlw vhen 
thew in’ol’e qurisdictions vith differing legal swstems and enforcement prioritiesC Phese 
challenges ’arw depending on the countries in’ol’ed, the nature of the in’estigation and the 
le’el of cooperation betveen the Kj and foreign authoritiesC

jome of the challenges include differences in the appropriate legal response to potential 
vrongdoingC Aor instance, vhile facilitation pawments maw be exempt from penalties 
under the Aoreign yorrupt Uractices Hct of 4V:: kAyUH2, thew could be illegal under 
the anti-briberw lavs of manw other countriesC Hlso, vhile some countries ha’e strong 
cooperati’e relationships vith Kj authorities, others maw be less villing or unable to 
cooperateC Phis can be due to political reasons, lac) of resources or differences in legal and 
enforcement prioritiesC

Futual legal assistance treaties kFBHPs2 are )ew tools for cooperation in cross-border 
in’estigations, alloving countries to reLuest legal assistance from one anotherC Nove’er, 
some countries maw not ha’e FBHPs vith the Knited jtates or maw interpret the treaties 
narrovlw, limiting the scope of cooperationC

13 DOES  DOUBLE  JEOPARDY,  OR  A  SIMILAR  CONCEPT,  APPLY  TO  PREVENT  A 
CORPORATION FROM FACING CRIMINAL EXPOSURE IN YOUR COUNTRY AFTER IT 
RESOLVES CHARGES ON THE SAME CORE SET OF FACTS IN ANOTHER? IS THERE 
ANYTHING ANALOGOUS IN YOUR JURISDICTION TO THE ‘ANTI-PILING ON’ POLICY 
AS EXISTS IN THE UNITED STATES (THE POLICY ON COORDINATION OF CORPORATE 
RESOLUTION PENALTIES) TO PREVENT MULTIPLE AUTHORITIES SEEKING TO PENALISE 
COMPANIES FOR THE SAME CONDUCT?

Phe principle of double qeopardw generallw does not pre’ent a corporation from facing 
criminal exposure in the Knited jtates after resol’ing charges on the same core facts 
in another countrwC Knder the Kj •separate so’ereignsT doctrine, different qurisdictions 1 
federal, state and foreign 1 maw prosecute the same conduct independentlw vithout ’iolating 
double qeopardw protectionsC Nove’er, in 064L, the MWO adopted its •anti-piling onT policw, 
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encouraging coordination vith other Kj and foreign authorities to a’oid unnecessarw and 
duplicati’e corporate penaltiesC

Wn E Oune 060E, the Nead of the MWOTs yriminal Mi’ision, Fatthev R Galeotti, rea.rmed this 
policw in a memorandum titled •Guidance on yoordinating yorporate Resolution Uenalties in 
Uarallel yriminal, yi’il, Regulatorw, and Hdministrati’e UroceedingsTC Phe updated guidance 
largelw echoes the 064L framevor) but introduces a signi7cant ca’eat§ coordination maw 
not come at the expense of ’ictim compensationC Galeotti instructed prosecutors to 
prioritise restitution and other ’ictim reco’eries vhen coordinating vith domestic or foreign 
authorities, e’en if that limits the extent to vhich penalties imposed elsevhere are credited 
against MWO resolutionsC In effect, vhile the MWO remains committed to a’oiding duplicati’e 
penalties through inter-qurisdictional cooperation, corporate defendants must demonstrate 
proacti’e, meaningful coordination earlw in the process and cannot expect penaltw offsets 
that vould reduce or eliminate compensation to ’ictimsC

14 ARE ‘GLOBAL’  SETTLEMENTS COMMON IN YOUR COUNTRY? WHAT ARE THE 
PRACTICAL CONSIDERATIONS?

Global settlements are common, especiallw in complex vhite-collar in’estigations in’ol’ing 
multinational corporationsC Aor instance, cases in’ol’ing ’iolations of the AyUH or antitrust 
lavs often reLuire coordination vith foreign regulatorsC Uractical considerations vhen 
negotiating global settlements include coordination among Kj and foreign regulators to 
ensure consistencw in the settlement terms and results that are acceptable across all 
qurisdictions, as vell as sharing internal in’estigation 7ndings and other pertinent data 
across borders vhile complwing vith ’arwing pri’acw and data protection lavsC Hdditionallw, 
compliance and monitoring obligations need to be harmonised across qurisdictions to ensure 
e.cient implementation and reporting folloving the global settlementC

15 WHAT BEARING DO THE DECISIONS OF FOREIGN AUTHORITIES HAVE ON AN 
INVESTIGATION OF THE SAME MATTER IN YOUR COUNTRY?

H criminal ruling against a corporation in another countrw vill not necessarilw impact an 
ongoing Kj in’estigationC Nove’er, in practice, a decision bw a foreign authoritw maw 
in–uence an in’estigationC Aor example, if a corporation is found guiltw of briberw in a foreign 
countrw, Kj authorities maw use the e’idence and 7ndings from that case to bolster their 
ovn in’estigation under the AyUH, vhich criminalises the briberw of foreign o.cials bw Kj 
persons and companies, as vell as foreign companies listed on Kj exchanges, or under 
the Aoreign Jxtortion Ure’ention Hct of 060M, vhich criminalises the demand or acceptance 
of a bribe bw a foreign o.cial from a Kj person or companwC Hdditionallw, the outcome of 
the foreign case could pro’ide ’aluable insights or lead to nev e’idence that impacts the 
direction and focus of the Kj in’estigation

ECONOMIC SANCTIONS ENFORCEMENT

16 DESCRIBE  YOUR  COUNTRY’S  SANCTIONS  PROGRAMME  AND  ANY  RECENT 
SANCTIONS IMPOSED BY YOUR JURISDICTION.

Phe Knited jtates administers and enforces economic sanctions primarilw through WAHy, 
a di’ision of the Kj Mepartment of the PreasurwC WAHy sanctions target foreign countries, 
geographic regions, entities and indi’iduals to ad’ance Kj foreign policw and national 
securitw interestsC
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yurrentlw, WAHy administers M: sanctions programmes addressing threats such as hostile 
foreign go’ernments, transnational crime, human rights abuses, corruption and narcotics 
tra.c)ingC WAHy maw enforce tvo twpes of sanctions in’ol’ing a countrw§ comprehensi’e 
sanctions kalso )novn as embargoes2,  vhich prohibit  all  transactions betveen the 
designated countrw and Kj persons, and non-comprehensi’e sanctions, vhich limit onlw 
certain transactions in’ol’ing the countrw as speci7ed bw lavs enacted bw Kj yongress, JWs 
and WAHy regulations and guidelinesC

Fost recentlw, on 06 Oanuarw 060E, Uresident Prump issued JW 434E:, authorising the 
designation of cartels and other entities as APWsC Aolloving this Wrder, on 06 Aebruarw 060E, 
the Kj Mepartment of jtate designated eight organisations as APWs and jMGPsC WAHy 
implemented these designations bw adding or updating entries on the jpeciallw Mesignated 
$ationals and (loc)ed Uersons kjM$2 BistC

Hll propertw and interests in propertw of the APWs or jMGPs in the Knited jtates or under the 
control of Kj persons are bloc)ed, and Kj persons are generallw prohibited from transacting 
vith them unless authorisedC $on-Kj persons are also prohibited from e’ading Kj sanctions 
or causing Kj persons to ’iolate themC

17 WHAT IS YOUR COUNTRY’S APPROACH TO SANCTIONS ENFORCEMENT? HAS THERE 
BEEN AN INCREASE IN SANCTIONS ENFORCEMENT ACTIVITY IN RECENT YEARS, FOR 
EXAMPLE?

ziolations of sanctions 1 including attempted ’iolations, conspiracies or causing a ’iolation 
1 can lead to both ci’il and criminal penalties under Kj lavC Aoreign entities maw also 
be subqect  to  enforcement  if  thew conspire  to  ’iolate  or  cause a ’iolation of  WAHy 
sanctionsC Hdditionallw, WAHy can designate foreign persons to its jM$ Bist if thew directlw 
or indirectlw ’iolate sanctionsC Phere are exceptions in the form of general licences kbroad 
authorisations for certain classes of transactions2 and speci7c licences kvhich permit a 
particular prohibited transaction upon WAHy appro’al2, twpicallw vhen deemed consistent 
vith Kj foreign policwC

Hccording to Sanctions by the Numbers: 2024 Year in Review, published bw the yenter 
for a $ev Hmerican jecuritw on 44 Farch 060E, the Knited jtates signi7cantlw expanded 
the use of 7nancial sanctions in 0603, largelw in response to RussiaTs var in K)raine, 
groving competition vith yhina and instabilitw in the Fiddle JastC janctions targeted a 
range of acti’ities, including RussiaTs energw and 7nance sectors, militarw-industrial base 
and sanctions e’asion netvor)sú IranTs militarw, economic and human rights abusesú $orth 
SoreaTs veapons programmesú and drug tra.c)ing bw the jinaloa and Oalisco cartelsC

18 DO  THE  AUTHORITIES  RESPONSIBLE  FOR  SANCTIONS  COMPLIANCE  AND 
ENFORCEMENT IN YOUR COUNTRY COOPERATE WITH THEIR COUNTERPARTS IN OTHER 
COUNTRIES FOR THE PURPOSES OF ENFORCEMENT?

Phe Kj go’ernment cooperates vith agencies in the Juropean Knion and vith countries 
such as the Knited Singdom, yanada and HustraliaC Aor example, the Knited jtates and its 
allies ha’e a multilateral Russian Jlites, Uroxies and Wligarchs Pas) Aorce to collaborate on 
the enforcement of economic sanctions relating to RussiaC

19 HAS YOUR COUNTRY ENACTED ANY BLOCKING LEGISLATION IN RELATION TO THE 
SANCTIONS MEASURES OF THIRD COUNTRIES? DESCRIBE HOW SUCH LEGISLATION 
OPERATES.

$oC
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20 TO THE EXTENT THAT YOUR COUNTRY HAS ENACTED ANY SANCTIONS BLOCKING 
LEGISLATION, HOW IS COMPLIANCE ENFORCED BY LOCAL AUTHORITIES IN PRACTICE?

Phis is not applicable in this qurisdictionC

BEFORE AN INTERNAL INVESTIGATION

21 HOW  DO  ALLEGATIONS  OF  MISCONDUCT MOST OFTEN  COME  TO  LIGHT IN 
COMPANIES IN YOUR COUNTRY?

In the Knited jtates, allegations of corporate misconduct twpicallw surface through a 
combination of pathvaws§

8 Whistleblowers§ Kj lav, including the Modd-Aran) Hct of 0646 and the jarbanes-Wxlew 
Hct of 0660, pro’ides strong anti-retaliation protections and, in certain cases, 
monetarw incenti’esC Phis framevor) vas recentlw reinforced bw the MWOTs 40 
Faw 060E memorandum regarding the yriminal Mi’isionTs yorporate Dhistleblover 
Hvards Uilot Urogram, vhich has been expanded to prioritise tips that lead to 
forfeiture in high-impact areas, including corporate sanctions offences, trade and 
customs fraud, monew laundering lin)ed to international cartels or PyWs, corporate 
procurement fraud and material support of terrorismC

8 Standard  screening  processes§  yustomer  due  diligence,  ’endor  ’etting  and 
transaction  screening  under  HFB,  anti-briberw  and corruption,  and sanctions 
compliance  programmes  often  –ag  anomalies  that,  upon  escalation,  re’eal 
misconduct, especiallw in high-ris) qurisdictions or in’ol’ing politicallw exposed 
personsC

8 Suspicious activity reports§ In 7nancial institutions, suspicious acti’itw –agged 
internallw and reported to AinyJ$ under the (jH freLuentlw initiates lav enforcement 
inLuiriesC juspicious acti’itw reports can also prompt internal remediation and, in 
some cases, ’oluntarw disclosure to other agenciesC

8 Audits and other reviews§ Ris)-based internal audits, independent external audits and 
targeted compliance re’ievs 1 vhether internallw initiated or regulator-mandated 1 
are )ew mechanisms for detecting misconductC Phese processes can unco’er control 
vea)nesses, transactional irregularities or swstemic compliance gaps, including in 
areas such as trade 7nance, third-partw relationships and crwptoasset transactionsC 
Red –ags maw point to fraud, sanctions breaches or boo)s-and-records ’iolationsC 
Knder jection 46H of the jecurities Jxchange Hct of 4VM3, external auditors ha’e 
speci7c obligations to report certain illegal acts to the companwTs board and, if 
unaddressed, to the jJyC Aindings from anw of these re’ievs are twpicallw escalated 
to compliance, legal or the boardTs audit committee for further in’estigation and 
remediationC

8 Tax reporting§ Miscrepancies in tax 7lings or disclosures to the IRj maw re’eal 
schemes in’ol’ing transfer pricing manipulation, unreported offshore accounts or 
fraudulent deductionsC

8 Media reports§ In’estigati’e qournalism can prompt both regulatorw inLuiries and 
internal in’estigations, particularlw vhen reports lin) a companw to prohibited 
transactions, sanctioned counterparties or politicallw exposed personsC

8
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Private litigation§ yi’il or commercial suits 1 particularlw those 7led bw former 
emplowees,  competitors  or  contractual  counterparties  1 maw contain  factual 
allegations that attract the attention of enforcement agencies and lead to parallel 
criminal or regulatorw proceedingsC

Arom a Kj enforcement perspecti’e, matters surfacing through these channels can escalate 
rapidlw, especiallw vhen accompanied bw aggra’ating factors such as senior management 
in’ol’ement, cross-border elements or conduct touching on national securitw priorities keCgC, 
sanctions, export controls or terrorist 7nancing2C

INFORMATION GATHERING

22 DOES YOUR COUNTRY HAVE A DATA PROTECTION REGIME?

Phe Knited jtates does not ha’e a comprehensi’e data protection regimeú instead, it relies 
on a combination of federal and state lavs that focus on speci7c aspects of data protection 
and pri’acwC Aederal lavs include the folloving§

8 the Nealth Insurance Uortabilitw and Hccountabilitw Hct of 4VV5 kNIUHH2, vhich 
establishes national standards to protect sensiti’e patient health informationú

8 the Gramm-Beach-(lilew Hct of 4VVV kGB(H2, vhich establishes data protection 
standards concerning consumersT  personal  7nancial  information for 7nancial 
institutionsú

8 the yhildrenTs  Wnline Uri’acw Urotection Hct  of  4VVL,  vhich imposes speci7c 
reLuirements on operators of vebsites or online ser’ices that are directed tovards 
childrenú

8 the Aair yredit Reporting Hct of 4V:6, vhich regulates the collection, dissemination 
and use of consumer informationú

8 the APy Hct, vhich empovers the APy to ta)e action against unfair or decepti’e 
practices relating to the pri’acw and securitw of personal dataú and

8 the Jlectronic yommunications Uri’acw Hct of 4VL5, vhich contains pro’isions 
protecting the pri’acw of electronic communicationsC

je’eral states ha’e also enacted broad pri’acw lavsC Aor example, yaliforniaTs yonsumer 
Uri’acw Hct of 064L and Uri’acw Rights Hct of 0606 and DashingtonTs Fw Nealth Fw Mata 
Hct of 060M impose signi7cant reLuirements for certain twpes of sensiti’e dataC Wther nev 
state lavs in Pennessee, Farwland, Melavare, $ev Oersew, Finnesota, $ev Nampshire, Iova 
and $ebras)a also establish consumer rights and business obligations concerning sensiti’e 
dataC

23 TO THE EXTENT NOT DEALT WITH ABOVE AT QUESTION 9, HOW IS THE DATA 
PROTECTION REGIME ENFORCED?

(ecause there is no comprehensi’e data protection regime, the conseLuences of a data 
breach ’arw depending on the federal statute or regulation at issueC Aor example, the APy 
Hct empovers the APy to ta)e action against unfair or decepti’e practices relating to the 
pri’acw and securitw of personal data bw see)ing court orders to stop companies from 
engaging in these practices, imposing monetarw penalties on companies or pursuing refunds 
or compensation for consumers vho ha’e been harmed bw a companwTs unfair or decepti’e 
practicesC
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Hdditionallw, the Mepartment of Nealth and Numan jer’icesT W.ce for yi’il Rights enforces 
the NIUHH through in’estigations, correcti’e action plans, and monetarw settlementsC Phe 
jJy enforces its cwbersecuritw disclosure and controls reLuirements for public companiesC 
jtate authorities, including the yalifornia Uri’acw Urotection Hgencw and attornews general 
in states vith pri’acw statutes, in’estigate ’iolations and bring enforcement actions, 
sometimes coordinating vith federal authoritiesC

24 ARE THERE ANY DATA PROTECTION ISSUES THAT CAUSE PARTICULAR CONCERN IN 
INTERNAL INVESTIGATIONS IN YOUR COUNTRY?

Dhile the Knited jtates does not ha’e a comprehensi’e federal data protection lav, there 
are still se’eral data protection issues that can cause concern during internal in’estigations, 
particularlw in the context of vhite-collar crimeC Aor example, industries such as healthcare 
and 7nance are subqect to regulations such as the NIUHH and the GB(H, vhich impose data 
protection obligationsC jimilarlw, pursuant to the Aederal Rules of Urocedure and J’idence, 
companies must ha’e clear policies regarding the retention and deletion of data rele’ant to 
the in’estigation to a’oid potential claims of e’idence spoliation or obstruction of qusticeC

Phe MWOTs 0603 update to its J’aluation of yorporate yompliance Urograms states 
that prosecutors vill  scrutinise vhether companies can access and retain business 
communications, including those on third-partw or bring-wour-ovn-de’ice channels, and 
vhether these policies deter the use of channels that cannot be preser’edC

25 DOES YOUR COUNTRY REGULATE OR OTHERWISE RESTRICT THE INTERCEPTION OF 
EMPLOYEES’ COMMUNICATIONS? WHAT ARE ITS FEATURES AND HOW IS THE REGIME 
ENFORCED?

Phe Knited jtates regulates interception of emploweesT personal communications through 
federal and state lavsC Hs an example, the Jlectronic yommunications Uri’acw Hct prohibits 
intentional actual or attempted interception, use, disclosure or procurement of anw other 
person to intercept or attempt to intercept anw vire, oral or electronic communication from 
an emploweeTs personal de’iceC Hccordinglw, emplowers generallw need at least one partwTs 
consent to intercept communications from personal de’icesú hove’er, some states ha’e 
stricter rules and reLuire both parties to consentC Generallw, there is no right to pri’acw in an 
o.ce or companw-issued de’iceC

Jnforcement of pri’acw protections has also come indirectlw through securities lavsC Aor 
example, the jJy brought ’arious •off-channel communicationsT cases in late 0603 and 
again in earlw 060E, resulting in substantial 7nancial penalties for failures to preser’e 
business communications sent on personal de’ices and unappro’ed appsC Phose cases 
reinforce that emplowers subqect to jJy regulation must maintain clear policies, obtain 
appropriate emplowee ac)novledgments and ensure that anw business communications 
occur on swstems that can be super’ised and retainedC

DAWN RAIDS AND SEARCH WARRANTS

26 ARE  SEARCH  WARRANTS  OR  DAWN  RAIDS  ON  COMPANIES  A  FEATURE  OF 
LAW ENFORCEMENT IN YOUR COUNTRY? DESCRIBE ANY LEGAL LIMITATIONS ON 
AUTHORITIES EXECUTING SEARCH WARRANTS OR DAWN RAIDS, AND WHAT REDRESS 
A COMPANY HAS IF THOSE LIMITS ARE EXCEEDED.

Kj lav enforcement generallw uses subpoenas to obtain documents and other material from 
companiesC Nove’er, lav enforcement maw also use search varrants for these purposesC 
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Po obtain a search varrant, the authorities must shov that probable cause exists to belie’e 
that a crime has been committed and that the e’idence is li)elw to be found at the speci7ed 
locationC Wnce obtained, the varrant allovs the authorities to enter the premises and search 
for and sei;e e’idenceC If the authorities do not adhere to the terms of a search varrant or 
vere not truthful in obtaining it, a court maw exclude anw improperlw sei;ed documents from 
being used as e’idence in legal proceedingsC Hdditionallw, if lav enforcement obtains other 
e’idence deri’ed from the illegallw sei;ed e’idence, courts maw also exclude that deri’ati’e 
e’idenceC

27 HOW CAN PRIVILEGED MATERIAL BE LAWFULLY PROTECTED FROM SEIZURE DURING 
A DAWN RAID OR IN RESPONSE TO A SEARCH WARRANT IN YOUR COUNTRY?

Po lavfullw protect pri’ileged material from sei;ure during a davn raid or in response to a 
search varrant, the organisations must assert pri’ilege claims in real time and reLuest that 
the documents be sealed and re’ieved bw a court before anw examination bw in’estigatorsC 
Hccordinglw, organisations should maintain logs that clearlw identifw pri’ileged documents 
and communications to enable them to Luic)lw identifw and argue against the sei;ure of the 
materialC Na’ing legal counsel present during the search could also be ad’antageous, and 
cooperation vith authorities can be bene7cialC Go’ernment agencies maw agree to protocols 
for handling potentiallw pri’ileged informationC

Aolloving the sei;ure, motions can be 7led vith a federal court for the return of unlavfullw 
sei;ed pri’ileged materials and propertwC

28 UNDER WHAT CIRCUMSTANCES MAY AN INDIVIDUAL’S TESTIMONY BE COMPELLED 
IN  YOUR  COUNTRY?  WHAT  CONSEQUENCES  FLOW  FROM  SUCH  COMPELLED 
TESTIMONY? ARE THERE ANY PRIVILEGES THAT WOULD PREVENT AN INDIVIDUAL OR 
COMPANY FROM PROVIDING TESTIMONY?

Ht the federal le’el, vhen the go’ernment reLuires the testimonw of a person in connection 
vith an ongoing criminal in’estigation, it maw see) a grand qurw subpoena compelling that 
personTs declarationC Phis subpoena maw also be used to order the person to produce 
material for the criminal in’estigationC jtates pro’ide for similar legal a’enues for lav 
enforcement to compel the appearance of a person for inter’ievC

Nove’er,  under  the  Aifth  Hmendment,  an  indi’idual  cannot  be  forced  to  pro’ide 
self-incriminating testimonwC Hnw testimonw that is improperlw compelled cannot be used 
against the indi’idual in courtC Phis pri’ilege does not extend to companies, vhich cannot 
refuse to pro’ide testimonw e’en if it might be incriminatingC

WHISTLEBLOWING AND EMPLOYEE RIGHTS

29 DESCRIBE  THE  WHISTLEBLOWING  FRAMEWORK  IN  YOUR  COUNTRY.  WHAT 
FINANCIAL INCENTIVE SCHEMES, IF ANY, EXIST FOR WHISTLEBLOWERS? WHAT LEGAL 
PROTECTIONS ARE IN PLACE FOR WHISTLEBLOWERS?

Phe Knited jtates has se’eral federal programmes that incenti’ise vhistleblovers and 
protect them from retaliationC Aor example, the MWOTs yriminal Mi’ision administers a 
yorporate Dhistleblover Hvards Uilot Urogram to unco’er and prosecute corporate crimeC 
Knder this programme, vhistleblovers maw be eligible for an avard vhen thew pro’ide 
original, truthful information about certain twpes of criminal misconduct that leads to 
forfeitures exceeding Kj94 million in net proceedsC Hs announced in a memorandum from 
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Fatthev R Galeotti, Nead of the MWOTs yriminal Mi’ision, on 40 Faw 060E, the programmeTs 
scope has been expanded to prioritise tips in’ol’ing§

8 ’iolations bw corporations relating to international cartels or PyWs, including monew 
laundering, narcotics and other yontrolled jubstances Hct of 4V:6 offencesú

8 ’iolations of federal immigration lavú

8 corporate conduct in’ol’ing material support of terrorismú

8 corporate sanctions offencesú

8 trade, tariff and customs fraudú and

8 corporate procurement fraudC

Phe jJy, yAPy, WjNH and AinyJ$ ha’e also established vhistleblover programmes to 
encourage the reporting of potential misconduct under their pur’ievC Hdditionallw, the 
HI Dhistleblover Urotection Hct vas recentlw proposed to pro’ide protections to those 
de’eloping and deplowing HIC Phe lav concerns HI companiesT restricti’e se’erance and 
non-disclosure agreements, vhich can deter villing current and former emplowees from 
ma)ing vhistleblover disclosures to federal authoritiesC

30 WHAT RIGHTS DOES LOCAL EMPLOYMENT LAW CONFER ON EMPLOYEES WHOSE 
CONDUCT IS WITHIN THE SCOPE OF AN INVESTIGATION? IS THERE ANY DISTINCTION 
BETWEEN OFFICERS AND DIRECTORS OF THE COMPANY FOR THESE PURPOSES?

Phere  is  no  Kj federal  emplowment  lav specifwing  an  emploweeTs  rights  during  an 
in’estigationC Nove’er, emplowees vho report misconduct or cooperate vith in’estigations 
as vhistleblovers maw be protected from retaliation under federal lavs such as the 
jarbanes-Wxlew Hct and the Modd-Aran) HctC Retaliation practices that are forbidden bw 
Kj federal lav include retaliating against emplowees vho 7le complaints or participate in 
in’estigations into discrimination based on race, colour, religion, sex or national originC

Hdditionallw, union-represented emplowees ha’e the right to reLuest representation during 
inter’ievs that maw lead to disciplinarw proceedingsC Phese protections generallw applw 
regardless of vhether the indi’idual is an o.cer, director or emploweeC Mistinctions arise 
more from the indi’idualTs 7duciarw duties or corporate go’ernance reLuirements rather than 
from emplowment lav itselfC

31 DO EMPLOYEES’ RIGHTS UNDER LOCAL EMPLOYMENT LAW DIFFER IF A PERSON 
IS DEEMED TO HAVE ENGAGED IN MISCONDUCT? ARE THERE DISCIPLINARY OR 
OTHER STEPS THAT A COMPANY MUST OR SHOULD TAKE WHEN AN EMPLOYEE IS 
IMPLICATED OR SUSPECTED OF MISCONDUCT, SUCH AS SUSPENSION OR IN RELATION 
TO COMPENSATION?

Knless vhistleblover or anti-retaliation protections are implicated under federal lav, a 
companw maw freelw impose disciplinarw measures on an emplowee in’ol’ed in misconduct, 
such as suspension, termination, demotion, a vritten varning or reprimand, and probationC 
juspension is recommended vhen the alleged misconduct could pose a ris) to the companw 
or other emplowees if the emplowee remains at vor)C

Hdditionallw, companies maw be reLuired to act upon learning of an emploweeTs misconduct 
to pre’ent negati’e legal conseLuencesC Aor instance, if a companw fails to suspend 
an emplowee vho is under in’estigation for serious misconduct, it could be exposed to 
legal actions for breach of 7duciarw dutiesC yompanies should ta)e steps that protect the 
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vor)place and the integritw of the in’estigation, vhich can include placing an emplowee 
on short-term lea’e vhen their access or presence poses a ris), conducting documented 
inter’ievs, implementing clear e’idence-handling protocols and applwing rules consistentlwC

32 CAN AN EMPLOYEE BE DISMISSED FOR REFUSING TO PARTICIPATE IN AN INTERNAL 
INVESTIGATION?

Fost emplowees are emplowed at vill, meaning their emplowment can be terminated at 
anw time unless speci7c protections applwC Hccordinglw, failure to cooperate in an internal 
in’estigation can lead to dismissalC Nove’er, companies must account for anti-retaliation 
lavs in situations vhere the emploweeTs refusal is tied to protected acti’itw or legal rights, 
and companies should applw consistent processes that align vith vritten policies to reduce 
the ris) of claims of vrongful termination or interference vith vhistlebloving being raisedC

COMMENCING AN INTERNAL INVESTIGATION

33 IS IT COMMON PRACTICE IN YOUR COUNTRY TO PREPARE A DOCUMENT SETTING 
OUT TERMS OF REFERENCE OR INVESTIGATORY SCOPE BEFORE COMMENCING AN 
INTERNAL INVESTIGATION? WHAT ISSUES WOULD IT COVER?

Internal in’estigations often relw on a detailed in’estigation or vor) plan that details the 
person or persons vho vill conduct the in’estigation, the scope of the in’estigation, an 
estimate of the timing to complete the in’estigation, the persons or entities to be in’estigated 
and a process for document and inter’iev collection and re’ievC Wrdinarilw, the plan should 
also specifw hov the results of the in’estigation are to be reportedC

34 IF AN ISSUE COMES TO LIGHT PRIOR TO THE AUTHORITIES IN YOUR COUNTRY 
BECOMING AWARE OR ENGAGED, WHAT INTERNAL STEPS SHOULD A COMPANY TAKE? 
ARE THERE INTERNAL STEPS THAT A COMPANY IS LEGALLY REQUIRED TO TAKE OR 
SHOULD CONSIDER TAKING?

Phere are generallw no internal steps that a companw is legallw or ethicallw reLuired to ta)e 
vhen an issue comes to lightC If a companw disco’ers misconduct, its best course of action 
is to immediatelw draft an in’estigation or vor) plan and begin an internal in’estigation to 
gather all material facts regarding the misconductC Hfter completing an in’estigation, the 
companw vill be best suited to decide on its next steps, such as vhether to disclose its 
7ndings to the go’ernmentC

If a companw chooses to undergo an internal in’estigation, it should ensure that the process 
complies vith the reLuirements established in Upjohn v. United States to preser’e the 
protections of the attornew1client pri’ilege and the vor)-product doctrineC Uursuant to 
Upjohn, a lavwer must disclose their role as corporate counsel to vitnesses, particularlw 
if the interests of the vitness maw di’erge from those of the companw or if there is anw 
misunderstanding about vhom the lavwer representsC Phe Upjohn varning also helps to 
a’oid a potential con–ict of interest as an inter’ieving lavwer maw inad’ertentlw create an 
implied attornew1client relationship vith the vitnessC

35 WHAT INTERNAL STEPS SHOULD A COMPANY IN YOUR COUNTRY TAKE IF IT 
RECEIVES A NOTICE OR SUBPOENA FROM A LAW ENFORCEMENT AUTHORITY SEEKING 
THE PRODUCTION OR PRESERVATION OF DOCUMENTS OR DATA?

Kpon recei’ing a notice or subpoena, the companw should issue a litigation hold to its 
emplowees reLuiring them to preser’e anw rele’ant informationC It should then identifw 
all custodians of potential responsi’e documents and instruct its emplowees on hov 
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to 7nd and collect further informationC Phe companw must then o’ersee the collection 
process and monitor document preser’ation efforts to ensure thew complw vith the notice 
or subpoenaC Ainallw, the companw should re’iev all collected information, separate anw 
pri’ileged information and submit all collected non-pri’ileged information to the reLuesting 
authorities in compliance vith the subpoenaTs reLuirementsC

36 AT WHAT POINT MUST A COMPANY IN YOUR COUNTRY PUBLICLY DISCLOSE 
THE  EXISTENCE  OF  AN  INTERNAL  INVESTIGATION  OR  CONTACT FROM  A  LAW 
ENFORCEMENT AUTHORITY?

yompanies are generallw not reLuired to publiclw disclose the existence of an internal 
in’estigation or contact from lav enforcement authoritiesC Nove’er, under the jJyTs 
Regulation j-S, a companw must publiclw disclose the existence of an internal in’estigation 
or contact from a lav enforcement authoritw vhen the matter becomes material to in’estors 
and could in–uence their decisionsC Hn in’estigation or inLuirw is deemed material if it 
could ha’e a signi7cant impact on the companwTs 7nancial condition or operating results, 
or if it raises substantial legal or regulatorw ris)s that could affect the companwTs business 
operationsC Hdditionallw, if a companw is in’ol’ed in a go’ernment in’estigation or legal 
proceedings that are li)elw to result in a signi7cant 7nancial impact or affect its operations, 
this must be disclosed to ensure transparencw for in’estors and to complw vith the broader 
principles of fair and accurate 7nancial reportingC

Aor other matters, a companw maw choose to 7le a ’oluntarw self-disclosure vith the MWO 
or the rele’ant go’ernment agencw for strategic reasons, such as mitigation of penaltiesC 
Nove’er, a companw must consider se’eral practical factors in deciding vhether to ma)e a 
disclosure, including the potential for fa’ourable treatment from the go’ernment, the amount 
of time that has lapsed since the companw disco’ered the potential misconduct, the ris) of 
further or greater go’ernment scrutinw and the ris) of exposing con7dential informationC

37 HOW ARE INTERNAL INVESTIGATIONS VIEWED BY LOCAL ENFORCEMENT BODIES IN 
YOUR COUNTRY?

Internal in’estigations are encouraged bw the MWO and other federal agencies as thew help a 
companw to identifw potential misconduct and ta)e remedial actionC In fact, companies that 
conduct these in’estigations and ’oluntarilw disclose vrongdoing maw a’oid enforcement 
actions or earn cooperation creditC

yompanies are generallw free to control the conduct or format of their ovn internal 
in’estigations pro’ided that the in’estigation is timelw, comprehensi’e and candid, and 
that the 7ndings and remedial actions of the companw are vell documentedC Nove’er, if 
a companw is subqect to a subpoena or a parallel go’ernmental in’estigation, it vould be 
best ad’ised to conform its internal in’estigation to the reLuirements of the subpoena or 
the go’ernmentTs expectations in an ongoing in’estigationC

ATTORNEY–CLIENT PRIVILEGE

38 CAN THE ATTORNEY–CLIENT PRIVILEGE BE CLAIMED OVER ANY ASPECTS OF 
INTERNAL INVESTIGATIONS IN YOUR COUNTRY? WHAT STEPS SHOULD A COMPANY 
TAKE IN YOUR COUNTRY TO PROTECT THE PRIVILEGE OR CONFIDENTIALITY OF AN 
INTERNAL INVESTIGATION?

NesC In Upjohn v. United States, the Kj jupreme yourt held that communications betveen all 
corporate emplowees and the companwTs counsel maw be protected bw the attornew1client 
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pri’ilegeC Knder this pri’ilege, anw con7dential communications betveen a lavwer and a client 
for the purpose of obtaining or rendering legal ad’ice are protectedC Nove’er, pursuant to 
Upjohn, lavwers conducting an internal in’estigation should pro’ide an Upjohn varning ksee 
Luestion M32C Foreo’er, a companw in the Knited jtates should consider retaining outside 
counsel to conduct the in’estigation to minimise the ris) of vai’ing the pri’ilege due to 
in-house counselTs dual nature as a business and legal ad’iserC

39 SET OUT THE KEY PRINCIPLES OR ELEMENTS OF THE ATTORNEY–CLIENT PRIVILEGE 
IN YOUR COUNTRY AS IT RELATES TO CORPORATIONS. WHO IS THE HOLDER OF THE 
PRIVILEGE? ARE THERE ANY DIFFERENCES WHEN THE CLIENT IS AN INDIVIDUAL?

Phe basic elements of the attornew1client pri’ilege are that it concerns a con7dential 
communication betveen a lavwer and a client for the purpose of obtaining or rendering legal 
ad’iceC Hccordinglw, the attornew1client pri’ilege in the Knited jtates operates to preclude 
an opposing partwTs disco’erw of a clientTs con7dential communications to a lavwerC

Hs it relates to corporations, federal lav extends the pri’ilege to communications that an 
attornew recei’es from a member of the corporationTs control group, such as an o.cerC 
In Upjohn, the Kj jupreme yourt also extended the pri’ilege to emplowees vhen the 
communication§

8 concerns a matter vithin the emploweeTs corporate dutiesú

8 is made at the direction of a corporate superiorú

8 is made and directed for the purpose of obtaining legal ad’ice for the corporationú and

8 is not communicated to others vho need not )nov of its contentsC

40 DOES THE ATTORNEY–CLIENT PRIVILEGE APPLY EQUALLY TO IN-HOUSE AND 
EXTERNAL COUNSEL IN YOUR COUNTRY?

$oC (ecause of the nature of in-house counsel, an in-house lavwer is subqect to stricter 
reLuirements to acLuire and maintain the attornew1client pri’ilegeC Airst, an in-house lavwer 
is onlw protected if their communication in’ol’es legal ad’ice, as opposed to business ad’iceC 
In the case of mixed communications, Kj federal courts applw a predominant purpose test 
to determine vhether the o’erall communication is for legal or business ad’iceC jecond, an 
in-house lavwer is onlw protected if thew are actuallw in’ol’ed in a matter and the in’ol’ement 
is not illusorwC Phird, an in-house lavwer is onlw protected if their communication remains 
con7dentialC In the corporate context, a communication remains con7dential as long as its 
disclosure is con7ned to a group of people that need to )nov of itC

41 DOES THE ATTORNEY–CLIENT PRIVILEGE APPLY EQUALLY TO ADVICE SOUGHT 
FROM FOREIGN LAWYERS IN RELATION TO INVESTIGATIONS IN YOUR COUNTRY?

NesC Kj federal lav ma)es no distinction o’er the domestic or foreign nature of the lavwer 
from vhom legal ad’ice is soughtC

42 TO WHAT EXTENT IS WAIVER OF THE ATTORNEY–CLIENT PRIVILEGE REGARDED 
AS A COOPERATIVE STEP IN YOUR COUNTRY? ARE THERE ANY CONTEXTS WHERE 
PRIVILEGE WAIVER IS MANDATORY OR REQUIRED?

H ’oluntarw vai’er of the attornew1client pri’ilege maw help in obtaining a more fa’ourable 
resolution to a go’ernment in’estigationC Phe MWOTs prosecutorial guidelines direct that 
a companwTs eligibilitw for cooperation credit should not be conditioned on a vai’er of 
the attornew1client pri’ilege or vor)-product protectionC Wther go’ernment agencies, such 
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as the jJy, ha’e folloved suitC $e’ertheless, to recei’e cooperation credit, go’ernment 
agencies  reLuire  companies  to  disclose all  facts  rele’ant  to  the  misconduct  being 
in’estigatedC In practice, federal agencies maw treat a companwTs villingness to vai’e 
pri’ileges as indicati’e of its villingness to cooperate vith the in’estigationC

43 DOES THE CONCEPT OF LIMITED WAIVER OF PRIVILEGE EXIST AS A CONCEPT IN 
YOUR JURISDICTION? WHAT IS ITS SCOPE?

Phe Aederal Rules of J’idence allov a federal court to order that disclosing pri’ileged 
information in a current litigation does not vai’e the pri’ilege in that case or anw other federal 
or state proceedingC Phese Rules also pro’ide that anw agreement betveen parties on the 
effect of a disclosure in a federal case is binding onlw on those parties unless it is included 
in a court orderC

Nove’er, federal agencies ha’e increasinglw de7ned cooperation vith an in’estigation as a 
vaw in vhich a partw maw reLuire or ris) full vai’er of the attornew1client pri’ilege or the 
vor)-product doctrineC Mespite ceasing to reLuire companies to vai’e their pri’ilege for 
them to obtain cooperation credit in a pending in’estigation, federal agencies continue to 
reLuire that companies disclose all facts rele’ant to the potential misconductC Hnd because 
these facts are often recorded in pri’ileged material created from an internal in’estigation, 
a companw maw be reLuired to disclose pri’ileged materialC

In this context, a companw must ta)e great care in disclosing pri’ileged information to the 
go’ernment in a vaw that does not vai’e protection or should see) an agreement or court 
order to maintain the pri’ilege despite the disclosureC Aailure to do so maw result in a court 
7nding that pre’iouslw pri’ileged material is no longer protectedC

44 IF PRIVILEGE HAS BEEN WAIVED ON A LIMITED BASIS IN ANOTHER COUNTRY, CAN 
PRIVILEGE BE MAINTAINED IN YOUR OWN COUNTRY?

Aederal Rule of J’idence E60kc2 states that if pri’ileged information is disclosed in a state 
proceeding vithout a state court order on vai’er, the disclosure does not vai’e the pri’ilege 
in a federal proceeding if it either vould not be considered a vai’er under federal rules or is 
not a vai’er under the lavs of the state in vhich it occurredC Nove’er, it is unclear vhether 
this Rule applies to disclosures made in other countriesC

Aederal courts tend to applw the lav that is most protecti’e of the attornew1client pri’ilege 
and vor) productC Phus, if pri’ilege has been vai’ed on a limited basis in another countrw, a 
federal court maw 7nd that the vai’er remains limited in the Knited jtates, vhich is a separate 
so’ereignC

45 DO COMMON INTEREST PRIVILEGES EXIST AS CONCEPTS IN YOUR COUNTRY? WHAT 
ARE THE REQUIREMENTS AND SCOPE?

In the Knited jtates, the common interest pri’ilege protects communications betveen one 
group of clients and their counsel and another group of clients and their ovn counsel to 
encourage honest communication betveen negotiating partiesC

Phe common interest pri’ilege reLuires the same elements of the attornew1client pri’ilegeC 
Nove’er, the common interest pri’ilege also reLuires the existence of a •commonT interest 
betveen the communicating partiesC Kj courts ’arw on vhat constitutes a su.cientlw 
common interest, vith some holding that the parties must ha’e identical interests, vhile 
others hold that the parties maw e’en ha’e some ad’erse interestsC
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Phe common interest pri’ilege also reLuires that each separate communicating client group 
be represented bw its ovn counselC Phus, if a represented client group communicates vith 
an unrepresented client group, that unrepresented client group constitutes a third partw and 
the pri’ilege is vai’ed in their communicationsC jimilarlw, most Kj courts reLuire that onlw 
each groupTs lavwers communicate vith each otherC

46 CAN PRIVILEGE BE CLAIMED OVER COMMUNICATIONS WITH THIRD PARTIES?

Nes, especiallw if the third parties could bene7t or facilitate attornew1client communicationsC 
yourts ’arw on vhether communications made in the presence of the lavwerTs emplowees 
or staff are pri’ileged but the ultimate decision tends to rest on the circumstances of the 
communication and vhether the communication is intended to be con7dentialC

WITNESS INTERVIEWS

47 DOES YOUR COUNTRY PERMIT THE INTERVIEWING OF WITNESSES AS PART OF AN 
INTERNAL INVESTIGATION?

NesC

48 CAN A COMPANY CLAIM THE ATTORNEY–CLIENT PRIVILEGE OVER INTERNAL 
WITNESS INTERVIEWS OR ATTORNEY REPORTS?

Nes, if the lavwers conducting a vitness inter’iev of an emplowee pro’ide an Upjohn varning 
ksee Luestion M32C

49 WHEN CONDUCTING A WITNESS INTERVIEW OF AN EMPLOYEE IN YOUR COUNTRY, 
WHAT LEGAL OR ETHICAL REQUIREMENTS OR GUIDANCE MUST BE ADHERED TO? ARE 
THERE DIFFERENT REQUIREMENTS WHEN INTERVIEWING THIRD PARTIES?

Phe lavwer conducting the inter’iev should pro’ide an Upjohn varning prior to the inter’iev 
so the companwTs attornew1client pri’ilege is maintainedC Phis varning also ser’es to complw 
vith the applicable rules of professional conduct, vhich normallw reLuire Kj lavwers to 
disclose their role as corporate counsel if the vitnessTs interests maw be ad’erse to the 
companwTs or if the vitness is mista)en as to the lavwerTs roleC jimilarlw, the Upjohn varning 
also helps to a’oid a potential con–ict of interest as an inter’ieving lavwer maw inad’ertentlw 
create an implied attornew1client relationship vith the vitness if the vitness reasonablw 
belie’es the lavwer represents themC

Po protect the companwTs pri’ilege, the companw and its counsel should ta)e steps to 
maintain the con7dentialitw of inter’ievs, as vell as ensuring that vitnesses do not disclose 
the contents of the inter’ievs to third partiesC Po protect the vitness, the companw and its 
counsel should also inform the vitness that the inter’iev is con7dential and vhether the 
companw intends to disclose its contents to a third partwC

50 HOW IS AN INTERNAL INTERVIEW TYPICALLY CONDUCTED IN YOUR COUNTRY? ARE 
DOCUMENTS PUT TO THE WITNESS? MAY OR MUST EMPLOYEES IN YOUR COUNTRY 
HAVE THEIR OWN LEGAL REPRESENTATION AT THE INTERVIEW?

Generallw, the internal inter’iev process begins vith a notice to the vitness that should 
include a reminder that the matter is con7dentialC Wnce the inter’iev begins, the lavwer or 
agent of the lavwer conducting the inter’iev should gi’e the vitness the Upjohn varningC 
Wnce the vitness con7rms that thew understand the varning, the inter’iev maw proceedC
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Muring the inter’iev, the inter’iever maw as) the vitness Luestions and shov them e’idenceC 
Po reduce the ris) of inad’ertent vai’er of a pri’ilege, e’idence pro’ided to vitnesses 
should be limited to materials that thew ha’e accessed in the ordinarw course of their 
dutiesC Hs the inter’iev ends, the inter’iever should as) the vitness if thew vould li)e anw 
clari7cation on discussed matters and vhether thew vould li)e to add anw further information 
or clari7cationC Phe inter’iever should conclude the inter’iev vith a reminder to the vitness 
of the inter’ievTs con7dentialitw and a reLuest for the vitness to pro’ide further information 
should thew recall rele’ant information after the inter’ievC Hftervards, the inter’iever should 
memorialise the contents of the inter’iev in a separate document to ensure protection under 
the attornew1client pri’ilege and the vor)-product doctrineC

Hn emplowee vitness is not reLuired to ha’e their ovn counsel present during an inter’iev, 
although thew maw reLuest thisC

REPORTING TO THE AUTHORITIES

51 ARE THERE CIRCUMSTANCES UNDER WHICH REPORTING MISCONDUCT TO LAW 
ENFORCEMENT AUTHORITIES IS MANDATORY IN YOUR COUNTRY?

Kj lav does not generallw reLuire disclosures of corporate misconduct to lav enforcement 
authoritiesC $e’ertheless, some mandatorw disclosure obligations do originate from certain 
statutes or regulations, such as§

8 the jarbanes-Wxlew Hct, vhich reLuires disclosure of all information vith a material 
7nancial impact on a public companw in periodic 7nancial reportsú

8 the (jH, vhich reLuires 7nancial institutions to disclose suspicious transactionsú and

8 state-le’el lavs reLuiring companies to disclose data breaches of indi’idualsT 
personal informationC

Hdditionallw, go’ernment agencies encourage companies and indi’iduals to ’oluntarilw 
disclose misconduct in exchange for cooperation credit vhen pursuing enforcement 
actionsC Aor example, on 43 Hpril 0603, the MWO launched a pilot programme for ’oluntarw 
self-disclosures bw indi’iduals in’ol’ed in corporate misconductC Phis programme allovs 
indi’iduals to recei’e an $UH from the go’ernment in exchange for self-disclosing, freelw 
cooperating vith lav enforcement and pawing anw applicable penaltw to disgorge the pro7ts 
of the misconductC

52 IN WHAT CIRCUMSTANCES MIGHT YOU ADVISE A COMPANY TO SELF-REPORT TO 
LAW ENFORCEMENT EVEN IF IT HAS NO LEGAL OBLIGATION TO DO SO? IN WHAT 
CIRCUMSTANCES WOULD THAT ADVICE TO SELF-REPORT EXTEND TO COUNTRIES 
BEYOND YOUR COUNTRY?

jelf-reporting to lav enforcement is generallw recommended, as it can result in reduced 
7nes and a more fa’ourable o’erall resolutionC (ased on the MWOTs •Urinciples of Aederal 
Urosecution of (usiness Wrgani;ationsT, a companwTs villingness to self-disclose, cooperate 
and remedw misconduct can carrw signi7cant veight vith lav enforcementTs choices on 
vhether to prosecuteC If a companw is forced to self-report in a foreign qurisdiction, it should 
consider also reporting the misconduct to Kj authorities to pre’ent duplicati’e enforcement 
actions or because foreign authorities vill li)elw share incriminating information vith Kj 
authoritiesC

Nove’er, it maw be premature to self-report if§
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8 the e’idence of misconduct is not concrete or is based on speculationú

8 protections such as pri’ilege applwú

8 the misconduct is isolated and does not signi7cantlw ’iolate Kj lavs or regulationsú 
or

8 there is a lac) of clear guidance on hov the authorities might reactC

53 WHAT  ARE  THE  PRACTICAL  STEPS  NEEDED  TO  SELF-REPORT  TO  LAW 
ENFORCEMENT IN YOUR COUNTRY?

Phe MWO generallw avards the greatest amount of cooperation credit for self-reporting if a 
companw ta)es the folloving actions§

8 discloses all facts rele’ant to the vrongdoing at issue in a timelw mannerú

8 attributes facts to speci7c sources, rather than a general narrati’eú

8 proacti’elw, rather than reacti’elw, cooperates vith the authoritiesú

8 identi7es all indi’iduals in’ol’ed in or responsible for the misconduct at issueú

8 ’oluntarilw preser’es, collects and discloses rele’ant documents and information in 
a timelw mannerú

8 decon–icts vitness inter’ievs and other in’estigati’e steps that a corporation ta)es 
as part of its internal in’estigationú and

8 ma)es corporate o.cers and emplowees vho possess rele’ant information a’ailable 
for inter’ievs bw the authoritiesC

Wther go’ernment agencies follov similar approaches tovards granting cooperation creditC

RESPONDING TO THE AUTHORITIES

54 IN PRACTICE, HOW DOES A COMPANY IN YOUR COUNTRY RESPOND TO A NOTICE OR 
SUBPOENA FROM A LAW ENFORCEMENT AUTHORITY? IS IT POSSIBLE TO ENTER INTO 
DIALOGUE WITH THE AUTHORITIES TO ADDRESS THEIR CONCERNS BEFORE OR EVEN 
AFTER CHARGES ARE BROUGHT? HOW?

Kpon recei’ing a notice or subpoena, a companw should identifw and preser’e anw possible 
responsi’e documentsC Phe companw should re’iev all collected information, separate anw 
pri’ileged information and submit all collected non-pri’ileged information to the reLuesting 
authorities in compliance vith the subpoenaTs reLuirementsC If the companw has Luestions 
or concerns about the scope of the subpoena, it can discuss these vith the issuing authoritw 
before or after criminal charges are broughtC

Phe companw maw choose to resist the notice or subpoena bw ser’ing vritten obqections, 
mo’ing to Luash or modifw the notice or subpoena, or mo’ing for an order protecting 
con7dential, proprietarw or pri’ate informationC Phe companw maw also consider contacting 
the partw vhose interests are ad’erse to the issuer of the notice or subpoena so that the 
other partw can oppose the subpoenaC

55 ARE ONGOING AUTHORITY INVESTIGATIONS SUBJECT TO CHALLENGE BEFORE THE 
COURTS?

NesC If a companw belie’es go’ernment authorities are o’erstepping their boundaries, it maw 
turn to the courts to see) reliefC Aor instance, the companw maw see) a protecti’e order 
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limiting the a’ailabilitw or disclosure of e’idence sought bw a subpoena or similar reLuestC 
Phe companw mo’ing for a protecti’e order must shov that the reLuested disclosure vould 
be undulw annowing, embarrassing, burdensome, expensi’e or oppressi’eC

jimilarlw, the companw maw mo’e to Luash a subpoena vhen it can shov that the subpoena§ 
does not allov the companw enough time to complwú reLuires uncompensated tra’el bewond 
a certain permitted distanceú reLuires the disclosure of pri’ileged or con7dential informationú 
or is othervise an undue burden to the companwC

56 IN THE EVENT THAT AUTHORITIES IN YOUR COUNTRY AND ONE OR MORE OTHER 
COUNTRIES ISSUE SEPARATE NOTICES OR SUBPOENAS REGARDING THE SAME FACTS 
OR ALLEGATIONS, HOW SHOULD THE COMPANY APPROACH THIS?

H companw recei’ing separate notices or subpoenas should address each one independentlw 
to ensure compliance vith each reLuesting authoritwTs reLuirements, especiallw if the notices 
or subpoenas differC

Kj lav imposes some limits on foreign go’ernments see)ing to access Kj-held informationC 
Phe jtored yommunications Hct of 4VL5 kjyH2, for example, bloc)s foreign go’ernment 
access to Kj-held stored communicationsC jpeci7callw, it protects the pri’acw of stored 
electronic communications, as vell as anw other records ser’ice pro’iders maintain about 
their subscribersC Pherefore, communication pro’iders cannot complw vith production 
orders from other countries if those orders see) communication data located in the Knited 
jtates or held bw a Kj companwC Phus, foreign authorities vould ha’e a more limited reach 
vhen it comes to a companwTs Kj-held informationC

57 IF A NOTICE OR SUBPOENA FROM THE AUTHORITIES IN YOUR COUNTRY SEEKS 
PRODUCTION OF MATERIAL RELATING TO A PARTICULAR MATTER THAT CROSSES 
BORDERS, MUST THE COMPANY SEARCH FOR AND PRODUCE MATERIAL IN OTHER 
COUNTRIES TO SATISFY THE REQUEST? WHAT ARE THE DIFFICULTIES IN THAT 
REGARD?

Phe recipient of a notice or subpoena in the Knited jtates is reLuired to produce all 
responsi’e documents vithin its possession, custodw or controlC Phere is no exception for 
documents located outside the Knited jtates, and courts ha’e routinelw compelled recipients 
of subpoenas to produce documents held in other countriesC Hccordinglw, if a subpoena 
see)s a document located in another countrw, and that document is vithin the subpoena 
recipientTs possession, custodw or control, the recipient must produce that documentC

jome di.culties in complwing vith a subpoena that see)s material located abroad include 
the possibilitw that producing documents held in a foreign qurisdiction maw be illegal under 
that qurisdictionTs lavsC Mespite this possibilitw, Kj federal courts tend not to ma)e exceptions 
and still reLuire disclosureC

58 DOES LAW ENFORCEMENT IN YOUR COUNTRY ROUTINELY SHARE INFORMATION 
OR INVESTIGATIVE MATERIALS WITH LAW ENFORCEMENT IN OTHER COUNTRIES? 
WHAT FRAMEWORK IS IN PLACE IN YOUR COUNTRY FOR COOPERATION WITH FOREIGN 
AUTHORITIES?

Po a’oid the slov and unreliable diplomatic process under letters rogatorw, the Knited jtates 
has established an FBHP framevor) betveen it and other countriesC Jach treatw has the 
force of lav and de7nes the countriesT obligation to pro’ide assistance, the scope of the 
assistance and the contents of a reLuest under the treatwC (ecause each treatw is uniLue 
to a particular countrw, each one contains different standards and reLuirementsC In addition 
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to FBHPs, some extradition treaties and tax treaties also contain mutual legal assistance 
pro’isionsC

Hdditionallw, 4L Kjy jection ME40, often referred to as the Aoreign J’idence ReLuest 
J.ciencw Hct of 066V, pro’ides a legal framevor) for Kj federal courts to assist in gathering 
e’idence for use in foreign criminal proceedingsC Knder this statute, Kj district courts ha’e 
the authoritw to issue orders necessarw to execute reLuests from foreign authoritiesC Phis can 
include orders to compel testimonw, produce documents or conduct searches and sei;uresC

59 DO  LAW  ENFORCEMENT  AUTHORITIES  IN  YOUR  COUNTRY  HAVE  ANY 
CONFIDENTIALITY OBLIGATIONS IN RELATION TO INFORMATION RECEIVED DURING AN 
INVESTIGATION OR ONWARD DISCLOSURE AND USE OF THAT INFORMATION BY THIRD 
PARTIES?

Po complw vith the Kj Uri’acw Hct of 4V:3, federal lav enforcement should not disseminate 
personal information and must ta)e precautions to )eep that information con7dentialC Phe 
Uri’acw Hct, hove’er, does not protect information acLuired from •non-recordT sources, such 
as obser’ation, emails and the rumour millC

Hlso, pri’ileged material disclosed pursuant to a subpoena remains protected and cannot 
be disclosed bw lav enforcement authorities in most circumstancesC Kpon disco’erw of 
disclosure, the disclosing partw must contact the recipient and notifw it of the claim of 
pri’ilege or protection, as vell as the basis for that claimC Phe recipient, after being noti7ed, 
must ta)e steps to promptlw return, seLuester or destrow the information and its copies, and 
maw not disclose or use the information until the claim of pri’ilege is resol’edC If the recipient 
disclosed the information prior to being noti7ed, it must ta)e reasonable steps to retrie’e it 
and promptlw present it under seal to the courtC

60 HOW WOULD YOU ADVISE A COMPANY THAT HAS RECEIVED A REQUEST FROM 
A LAW ENFORCEMENT AUTHORITY IN YOUR COUNTRY SEEKING DOCUMENTS FROM 
ANOTHER COUNTRY, WHERE PRODUCTION WOULD VIOLATE THE LAWS OF THAT OTHER 
COUNTRY?

Generallw, a companw in this situation should 7rst identifw vhether the solicited documents 
or information e’en exist, and vhether their mere possession under foreign lav reLuires 
their immediate destruction such that the e’idence no longer exists and can no longer be 
compelledC Wthervise, a companw maw 7le vritten obqections to the subpoena or mo’e to 
Luash or modifw itC yourts ha’e held that ’iolation of a foreign lav is an insu.cient reason 
for failing to complw vith an othervise ’alid subpoena issued bw a Kj courtC Phis lea’es the 
partw recei’ing a subpoena reLuesting a foreign document vith a di.cult choice betveen 
facing contempt of court or other sanctions for failing to complw vith the subpoena or facing 
penalties in a foreign qurisdiction for illegallw producing a documentC

Kj courts consider se’eral factors vhen deciding vhether to compel compliance vith 
a subpoena for documents located abroadC Phese factors include the importance of the 
documents to the in’estigation or litigation, the speci7citw of the reLuest, vhether the 
information originated in the Knited jtates, the a’ailabilitw of alternati’e vaws to obtain the 
information and vhether non-compliance vould harm Kj interests or compliance vould 
harm the interests of the countrw in vhich the information is locatedC

In this context, Kj courts often reLuire the recipient of the subpoena to ma)e a good-faith 
effort to obtain permission from the foreign authorities to disclose the documentC If the 
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recipient fails to produce the reLuested document despite a good-faith effort to obtain 
permission, courts vill generallw not impose sanctions or other penaltiesC

61 DOES YOUR COUNTRY HAVE SECRECY OR BLOCKING STATUTES? WHAT RELATED 
ISSUES ARISE FROM COMPLIANCE WITH A NOTICE OR SUBPOENA?

Kj  lav  maw  establish  limits  on  foreign  go’ernments  see)ing  to  access  Kj-held 
informationC Phe jyH, for example, bloc)s foreign go’ernment access to Kj-held stored 
communicationsC Pherefore, communication pro’iders cannot complw vith production 
orders from other countries if those orders see) content data located in the Knited jtates 
or held bw a Kj companwC Bi)evise, varrants issued pursuant to the jyH can onlw reach 
communications located in the Knited jtatesC

62 WHAT  ARE  THE  RISKS  IN  VOLUNTARY  PRODUCTION  VERSUS  COMPELLED 
PRODUCTION OF MATERIAL TO AUTHORITIES IN YOUR COUNTRY? IS THIS MATERIAL 
DISCOVERABLE BY THIRD PARTIES? IS THERE ANY CONFIDENTIALITY ATTACHED TO 
PRODUCTIONS TO LAW ENFORCEMENT IN YOUR COUNTRY?

yon7dentialitw generallw attaches to compelled disclosures as long as the disclosing 
partw ma)es a claim of pri’ilegeC jimilarlw, companies maw reLuest that their information 
remains con7dential under the Areedom of Information Hct of 4V55C Nove’er, companies 
should assume that all information pro’ided to the go’ernment vill li)elw become public 
and disco’erable at some pointC Wnce made public, third parties maw freelw disco’er the 
informationC Hccordinglw, companies see)ing to protect particularlw sensiti’e information 
should attempt to obtain a protecti’e order or  a con7dentialitw  agreement vith the 
go’ernment to minimise the ris) of future disclosureC

PROSECUTION AND PENALTIES

63 WHAT TYPES OF PENALTIES MAY COMPANIES OR THEIR DIRECTORS, OFFICERS OR 
EMPLOYEES FACE FOR MISCONDUCT IN YOUR COUNTRY?

yompanies and their directors, o.cers or emplowees maw face signi7cant penalties for 
misconduct, including criminal 7nes, disgorgement, restitution and forfeitureC Indi’iduals 
maw also face imprisonment, depending on the nature of the offenceC yi’il liabilitw maw also 
arise in addition to go’ernmental 7nes and criminal sanctionsC H corporation con’icted of 
criminal misconduct maw be subqect to substantial 7nes, reLuired to forfeit the proceeds 
of its crimes, disgorge anw pro7ts obtained and face signi7cant collateral conseLuencesC 
Phese maw include suspension or debarment from federal  go’ernment contracting, 
cross-debarment bw multilateral de’elopment ban)s, and suspension or re’ocation of export 
pri’ilegesC In certain cases, federal courts maw appoint a monitor to o’ersee the corporationTs 
operations during a term of probation or prohibit the companw from operating in the Knited 
jtates for a de7ned periodC

64 WHERE THERE IS A RISK OF A CORPORATE’S SUSPENSION, DEBARMENT OR OTHER 
RESTRICTIONS ON CONTINUING BUSINESS IN YOUR COUNTRY, WHAT OPTIONS OR 
RESTRICTIONS APPLY TO A CORPORATE WANTING TO SETTLE IN ANOTHER COUNTRY?

juspension or debarment results in a companw temporarilw losing the right to conduct 
business vith the federal go’ernment and go’ernment contractorsC Dhile there is no 
restriction for a companw facing suspension or debarment to relocate to another countrw, 
the companwTs name vill  remain published as ineligible on the Kj General jer’ices 
HdministrationTs jwstem for Hvard Fanagement vebsiteC Hlso, the companwTs ties to other 
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entities doing business vith the federal go’ernment vill be closelw scrutinised and could be 
impaired, e’en if the companw mo’es abroadC

H companw see)ing to mo’e abroad vhen there is a ris) of suspension, debarment or other 
restrictions should attempt to ’oluntarilw self-disclose its potential misconduct or settle or 
othervise resol’e its issues vith Kj authorities prior to relocatingC Aailing to do so could 
result in Kj authorities sharing information vith foreign authorities or the foreign authoritiesT 
independent disco’erw of the companwTs misconductC Phis could lead to negati’e legal 
conseLuences in the countrw to vhich the companw vishes to relocateC

65 WHAT  DO  THE  AUTHORITIES  IN  YOUR  COUNTRY  CONSIDER  WHEN  FIXING 
PENALTIES?

Ht the federal le’el, courts determine criminal penalties based on the Aederal jentencing 
Guidelines, vhich are non-binding rules established bw the Kj jentencing yommission 
in an attempt to unifw sentencing policw and decisionsC Phese Guidelines aim to ensure 
consistencw bw considering both the subqecti’e guilt of the defendant and the actual 
harm caused bw the crimeC Dhile the Guidelines are not mandatorw, federal qudges must 
consider them vhen deciding a criminal defendantTs sentenceC Hccordinglw, vhen a qudge 
determines vithin their discretion to depart from the Guidelines, thew must explain vhat 
factors varranted the increased or decreased sentenceC

Hccording to an Hpril 0603 report bw Good Oobs Airst, penalties for corporate misconduct 
in the Knited jtates ha’e been rapidlw increasing from approximatelw Kj9: billion per wear 
in the 0666s to more than Kj9E6 billion per wear in the 0606s, constituting a M66 per cent 
increase vhen adqusted for in–ationC

RESOLUTION AND SETTLEMENTS SHORT OF TRIAL

66 ARE NON-PROSECUTION AGREEMENTS OR DEFERRED PROSECUTION AGREEMENTS 
AVAILABLE IN YOUR JURISDICTION FOR CORPORATIONS?

Aormal and informal $UHs and MUHs exist in the Knited jtatesC In exchange for the 
go’ernmentTs agreement not to prosecute, or to delaw prosecution, both $UHs and MUHs 
generallw reLuire companies to underta)e a number of measures, including disgorging funds, 
pawing a penaltw, vai’ing a statute of limitations, cooperating vith go’ernment actions, 
admitting to the rele’ant facts and initiating remedial efforts kvhich sometimes includes a 
corporate compliance monitor2C

In the case of $UHs, vhich are not 7led in court, the go’ernment agrees not to criminallw 
charge a companwC If a companw breaches the terms of an $UH, the prosecutor maw charge 
the companw and initiate prosecution as normalC Knder a MUH, the go’ernment 7les a 
charging document vith the court and simultaneouslw reLuests that the prosecution be 
postponed for the purpose of alloving the target of the in’estigation to demonstrate good 
conductC If the defendant complies vith the MUH, the go’ernment mo’es to dismiss the 
criminal charges or ci’il enforcement actionC

In general, $UHs and MUHs are freLuentlw used in the Knited jtates, vith their use increasing 
in proportion to the rise in enforcement actions against corporationsC Phese agreements 
are ad’antageous because thew are more e.cient than litigation, offer the parties greater 
–exibilitw in resol’ing complex issues and are generallw preferred bw corporations o’er 
criminal prosecution, vhich can potentiallw lead to a companwTs dovnfallC Nove’er, these 
agreements are also criticised for being too lenient on criminal beha’iourC
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67 DOES  YOUR  JURISDICTION  PROVIDE  FOR  REPORTING  RESTRICTIONS  OR 
ANONYMITY FOR CORPORATES THAT HAVE ENTERED INTO NON-PROSECUTION 
AGREEMENTS OR DEFERRED PROSECUTION AGREEMENTS UNTIL THE CONCLUSION 
OF CRIMINAL PROCEEDINGS IN RELATION TO CONNECTED INDIVIDUALS TO ENSURE 
FAIRNESS IN THOSE PROCEEDINGS?

$UHs are not public unless the prosecutor vishes to ma)e the results of the in’estigation 
public or the companw subqect to the $UH is reLuired to disclose the agreementC Wn the other 
hand, MUHs are 7led vith a court so thew are usuallw public and do not pro’ide a companw 
vith anonwmitwC $e’ertheless, prosecutors tend to ac)novledge that reports generated 
during the term of an $UH or MUH vill li)elw include con7dential business information, public 
disclosure of vhich could discourage the companw from cooperating vith the go’ernmentC

68 PRIOR TO ANY SETTLEMENT WITH A LAW ENFORCEMENT AUTHORITY IN YOUR 
COUNTRY, WHAT CONSIDERATIONS SHOULD COMPANIES BE AWARE OF?

jettling vith a lav enforcement agencw vill usuallw result in a public announcement of the 
settlement and its termsC Foreo’er, vhile a companw maw settle vith Kj authorities, its 
misconduct maw extend bewond the borders of the Knited jtatesC Hccordinglw, as a result of 
the settlement vith the federal go’ernment, foreign authorities maw disco’er the companwTs 
misconduct and see) to prosecute the companw independentlwC jtate go’ernments and 
pri’ate parties are not bound bw a settlement, vhich maw expose the companw to further 
legal actionsC Aurthermore, a settlement is often not vithout conseLuences for the companw 
or its o.cers, and it maw still result in signi7cant penalties, including 7nes, suspension and 
debarmentC

69 TO WHAT EXTENT DO LAW ENFORCEMENT AUTHORITIES IN YOUR COUNTRY USE 
EXTERNAL CORPORATE COMPLIANCE MONITORS AS AN ENFORCEMENT TOOL?

Kj authorities often relw on corporate compliance monitorship to ensure compliance vith 
go’ernment reLuirementsC yompanies entering into $UHs, MUHs and other settlement 
agreements ha’e increasinglw been reLuired to incorporate an external compliance monitor 
to o’ersee their probationarw periodC Dhile originallw used primarilw bw the jJy and the MWO, 
manw other go’ernment agencies ha’e adopted the use of compliance monitors, including 
the APy, the Jn’ironmental Urotection Hgencw and the Aood and Mrug HdministrationC

70 ARE PARALLEL PRIVATE ACTIONS ALLOWED? MAY PRIVATE PLAINTIFFS GAIN 
ACCESS TO THE AUTHORITIES’ FILES?

Uarallel actions are generallw alloved in the Knited jtates, and ci’il cases are often 7led 
and carried out simultaneouslw vith the go’ernmentTs criminal prosecution of the same 
defendantC Nove’er, criminal cases usuallw ta)e prioritw o’er parallel ci’il cases, and a court 
maw order a staw of the parallel ci’il case if necessarwC

Uri’ate plaintiffs maw not gain access to the authoritiesT 7les directlw, although thew maw gain 
access to some materials indirectlw bw using subpoenas against the defendant companw, 
re’ieving the public doc)et of the criminal case or 7ling a freedom of information reLuest 
vith the go’ernmentC

PUBLICITY AND REPUTATIONAL ISSUES

71 OUTLINE THE LAW IN YOUR COUNTRY SURROUNDING PUBLICITY OF CRIMINAL 
CASES AT THE INVESTIGATORY STAGE AND ONCE A CASE IS BEFORE A COURT.
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Ht the in’estigatorw stage, publicitw of the criminal case maw be limited as a matter occurring 
before a grand qurwC Phe unauthorised disclosure of grand qurw information maw be punished 
pursuant to a district courtTs contempt poversC If an indi’idual discloses grand qurw material 
vith the intent to obstruct an ongoing in’estigation, thew maw be prosecuted for obstruction 
of qusticeC In addition, an indi’idual vho improperlw disseminates grand qurw materials maw 
be prosecuted for the theft of go’ernment propertwC

Wnce a case is before a court, proceedings are generallw publicC Nove’er, certain court 7lings 
that include con7dential information must be redacted or made under sealC Hlso, lavwers on 
both sides of the case must generallw refrain from commenting on the case in a manner 
li)elw to prequdice the proceedingC H district court maw partiallw limit the publicTs access to 
the case if the court determines that a partw is li)elw to suffer irreparable inqurw if access to 
the proceedings is not limitedC

72 WHAT STEPS DO YOU TAKE TO MANAGE CORPORATE COMMUNICATIONS IN YOUR 
COUNTRY? IS IT COMMON FOR COMPANIES TO USE A PUBLIC RELATIONS FIRM TO 
MANAGE A CORPORATE CRISIS IN YOUR COUNTRY?

Kj companies often use public relations 7rms to address corporate crisesC Nove’er, it is 
ad’isable for a companw to ha’e legal counsel re’iev and appro’e its communications prior 
to publication to ensure it complies vith applicable lav and does not expose itself to potential 
ci’il or criminal liabilitwC H companw should also put in place strict communication guidelines 
to ensure communications limit potential liabilitw as much as possibleC

73 HOW IS PUBLICITY MANAGED WHEN THERE ARE ONGOING RELATED PROCEEDINGS?

Phe same restrictions outlined abo’e vith respect to publicitw of criminal cases applwC 
Hccordinglw, publicitw of the case should be )ept to a minimum vhen there is an ongoing 
legal proceeding against the companw or its membersC If there is a need for publicitw, 
the companwTs legal counsel should re’iev and appro’e all communications to ensure 
compliance vith court and ethics rulesC

DUTY TO THE MARKET

74 IS DISCLOSURE TO THE MARKET MANDATORY IN CIRCUMSTANCES WHERE A 
SETTLEMENT HAS BEEN AGREED BUT NOT YET MADE PUBLIC?

Kj lav generallw does not reLuire that a companw disclose settlementsC Nove’er, the 
securities lavs maw reLuire disclosure for certain issuers vhen the settlement is material 
to in’estors and could in–uence their decisions or it could impact the companwTs 7nancial 
condition or operating resultsC

ENVIRONMENTAL, SOCIAL AND CORPORATE GOVERNANCE

75 DOES YOUR COUNTRY REGULATE OR PROSECUTE ENVIRONMENTAL, SOCIAL AND 
GOVERNANCE MATTERS?

NesC Phe Knited jtates regulates en’ironmental, social and go’ernance kJjG2 matters 
through federal securities lavs, industrw-speci7c lavs and state-le’el initiati’es, and 
prosecutes JjG-related conduct vhen it rises to the le’el of a criminal offenceC yriminal 
prosecution most often occurs under federal en’ironmental lavs such as the ylean Hir Hct of 
4V:6, the ylean Dater Hct of 4V:0 and the Resource yonser’ation and Reco’erw Hct of 4V:5, 
vhere )noving ’iolations can result in felonw chargesC Phe MWOTs Jn’ironment and $atural 
Resources Mi’ision has recentlw brought cases in’ol’ing illegal pollution, ha;ardous vaste 
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’iolations and falsi7cation of compliance records, vith state prosecutors pursuing similar 
actions under their ovn en’ironmental lavsC JjG-related enforcement is more freLuentlw 
ci’il rather than criminal, particularlw under disclosure and antifraud pro’isionsC

In 0603, the jJy adopted a climate disclosure rule reLuiring public companies to report 
greenhouse gas emissions and climate ris)sC Nove’er, the rule vas put on hold the folloving 
month due to ongoing litigationC In 060E, the jJy announced that it vould no longer defend 
the rule in court, effecti’elw rendering it inacti’e vhile legal proceedings continueC

76 DO YOU EXPECT TO SEE ANY KEY REGULATORY OR LEGISLATIVE CHANGES EMERGE 
IN THE NEXT YEAR OR SO DESIGNED TO ADDRESS ENVIRONMENTAL, SOCIAL AND 
GOVERNANCE MATTERS, AND WHAT HAS BEEN THE RESPONSE TO ANY RECENT 
REGULATORY OR LEGISLATIVE CHANGE?

jigni7cant nev federal JjG regulations appear unli)elw in the short-term, folloving the jJyTs 
decision not to defend its climate disclosure rule in courtC Phis has left the federal rule 
inacti’e vhile litigation continues, leading to more reliance on state-led initiati’esC $otablw, 
yaliforniaTs climate disclosure lavs under jenate (ills 0EM and 054 are mo’ing through 
rulema)ing, vith phased compliance scheduled to begin in 0605C Wther states are e’aluating 
similar measures, particularlw on greenhouse gas emissions and climate-ris) reportingC

Nove’er, federal authorities are expected to continue enforcing existing anti-fraud and 
disclosure pro’isions, vhile prosecutors focus their efforts on en’ironmental crimes and 
regulators pursue ci’il cases for alleged greenvashing or misstatementsC Aurther, the 
resolution of pending court challenges to stoc) exchange di’ersitw disclosure rules and 
climate-related mandates vill li)elw in–uence the direction and timing of anw future federal 
JjG initiati’esC

77 HAS THERE BEEN AN INCREASE IN RELATED LITIGATION, INVESTIGATIONS OR 
ENFORCEMENT ACTIVITY IN RECENT YEARS IN YOUR COUNTRY?

NesC JjG-related litigation, in’estigations and enforcement acti’itw ha’e increased in the 
Knited jtates, although the current en’ironment re–ects both heightened scrutinw of JjG 
initiati’es and a groving •anti-JjGT bac)lashC Recent jJy policw shifts 1 such as vithdraving 
its defence of the 0603 climate disclosure rule, narroving shareholder proposal eligibilitw 
under Rule 43a-L kreLuiring certain proposals in a companwTs proxw statements2 and 
limiting vhen in’estors maw relw on jchedule 4MG ka simpli7ed ovnership report for 
passi’e in’estors2 if engaging on JjG topics 1 signal a less permissi’e stance tovards 
JjG engagementC jimilarlw, the MWOTs 40 Faw 060E memorandum reprioritised certain 
vhite-collar enforcement to co’er corporate sanctions and immigration and procurement 
fraud, potentiallw increasing JjG-lin)ed go’ernance exposureC

Hdditionallw, state attornews ha’e intensi7ed inLuiries and initiated no’el antitrust suits, 
including a pending case in the Jastern Mistrict of Pexas that alleges coordinated efforts 
bw maqor asset managers to reduce coal outputC yourts ha’e issued mixed rulings in 
JjG-related cases§

8 in Craig v. Target Corp, a securities suit concerning di’ersitw, eLuitw and inclusion 
disclosures sur’i’ed dismissalú

8 in Spence v. American Airlines, the court found a breach of the dutw of lowaltw under 
the Jmplowee Retirement Income jecuritw Hct of 4V:3 kJRIjH2 arising from JjG 
in’estingú and
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8 in Utah v. Micone, the court upheld the Mepartment of BaborTs JjG-related JRIjH ruleC

Melavare yhancerw continues to debate vhether directorsT o’ersight duties extend bewond 
legal compliance to business ris)s, including JjGC

ANTICIPATED DEVELOPMENTS

78 DO YOU EXPECT TO SEE ANY KEY REGULATORY OR LEGISLATIVE CHANGES EMERGE 
IN THE NEXT YEAR OR SO DESIGNED TO ADDRESS CORPORATE MISCONDUCT?

jince Uresident Prump too) o.ce, yongress has been re’ieving se’eral bills that indicate 
a li)elw expansion of Kj legislati’e measures targeting monew laundering and terrorism 
7nancing, including in sectors not traditionallw subqect to enhanced scrutinwC Phese proposals 
re–ect emphasis on national securitw priorities such as 7ghting PyWs and foreign ad’ersaries 
of the KjC Jxamples include the folloving§

8 the Ainancial Pechnologw Urotection Hct of 060E, establishing an independent vor)ing 
group to coordinate efforts against illicit 7nance in digital assetsú

8 the Hrt Far)et Integritw Hct, extending (jH obligations to high-’alue art mar)et 
participantsú

8 the $o Pax Mollars for Perrorists Hct, directing the jtate Mepartment to pre’ent Kj 
assistance from indirectlw supporting the Palibanú

8 the Jnhanced Iran janctions Hct of 060E, targeting sanctions e’asion in IranTs energw 
sectorú and

8 the MIjRKUP Hct kjection 4LLM2, mandating a vhole-of-go’ernment strategw to 
counter coordinated threats from yhina, Russia, Iran and $orth SoreaC

Pogether,  these  initiati’es  signal  a  legislati’e  trend  tovards  broadening  HFB  and 
counterterrorism 7nancing o’ersight into non-traditional industries, strengthening sanctions 
enforcement and closing regulatorw gaps that could be exploited bw hostile states, terrorist 
organisations and transnational criminal netvor)sC
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